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Introduction

Why is it necessary to guarantee the program's CFI?

Software attacks : Bu�er Over�ow, ROP, Code Reutilization Attacks...
Hardware attacks : Fault Injection...
Example - Code pin veri�cation :

1
2

3

CFI Veri�cation = Correct Program Execution.
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How could we verify the program's CFI?

Methodology
Get information about what is executed at the RISC-V core level =>
Trace Encoder (TE)

Compare these data to static data obtained from a static analysis of
the binary program => Trace Veri�er (TV)

Detect if a fault injection attack is made => TV's output
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Trace Encoder

De�nition
Module designed by the RISC-V community.

Overall objective: Compression of the program's execution path.

Interpret the executed instructions from the RISC-V core.

Report the discontinuities present in a program in the form of packets.
Instructions presenting an uninferable PC discontinuity.
Interruptions and exceptions...
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