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The experiments were done in the context of the EXFILES project. %
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E Introduction to Secure Boot }M/I]N{
Saint-Etienne

What is a Secure Boot ?

=» A security feature : it is a chain of trust where each high privilege program is
authenticated before being executed.

Why it is important ?

= It avoids running malicious program with high privilege.

Authentication Authentication Authentication Authentication

— Y Y~ Y —
BLO —— BL1 — BL2 —— etc. |—— OS

Load Load Load Load

—
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a Fault Injection to bypass the Secure Boot

« Fault injection aims at disrupting the target behaviour.

« Fault injection methods already used against Secure Boot:
- Optical (laser) [3]
- Electromagnetic (EMFI) [4]

- Glitch (clock and voltage) [1,2]

Authentication ;
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Load

OS

Bypassing the Secure Boot leads to a privilege escalation.
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E Target under attack }M/:{
Saint-Etienne

Hardware target :

« Smartphone System-on-Chip on dev-board:
CPU: quad-core ARM Cortex A53

Maximum frequency: 1.2GHz

Running frequency during the boot: 800MHz

Previous work (Gaine et al. 2020):

Using EMFI to skip an instruction is possible
Previous work (Tasso et al. 2021):

Using EMFI to recover SIKE private key Is possible
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E Target presentation S}M/;{

Software target :
 Android Secure-Boot
=» Linux kernel authentication

|Authentication |

Little Kernel Linux

q

| (aboot) Kernel

FSBL —1 SSBL

TZ

Our goal Is to bypass this authentication using EMFI and
load a malicious Linux Kernel on our target.
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E Methodology to bypass the Secure Boot }M/:{

(A)‘ Search an instruction skip vulnerability in the Linux Kernel authentication. ‘

|

(B)‘ |dentify the good EMFI parameters to skip an instruction. ‘

|

(C)‘ Find a way to synchronize the injection with the vulnerabillity. ‘

|

(D)‘ Use all these parameters to bypass the authentication with a combined attack. ‘

8/33

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin



a Linux Kernel authentication vulnerability

CEA - EMSE

1

Public key

HASH Comparison in Little Kernel (C code)

(1)
Linux kernel
) SHA256 > HASH 1
image
2) :
Signed HASH | —3] RsA > HASH 2

ret = memcmp(HASH_ 1, HASH_2);
if(ret == 0)
auth = 1;

2

MINES
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(A) Vulnerability analysis
(B) EMFI parameters
(C) Synchronization

(D) Combined attack

T False

HASH Comparison in Little Kernel (ASM code)

=

clzr6, rO

bl <memcmp> ’

ISr r6, r6, #5

Skipping this LSR allows to bypass the authentication

Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin
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74
E Electromagnetic Fault Injection on SoC }M/lg

(A) Vulnerability analysis
How do we inject fault using EMFI. (B) EMFI| parameters

- Sending a voltage pulse into an active probe located over the targeted chip. (C) Synchronization
(D) Combined attack

- Depending on the probe position over the chip, an EM coupling is created
between the target and the probe.

- This coupling induces a transient voltage inside the chip which can corrupt
the normal operation. Pulser

We need to find the good parameters:
- Probe position
- Pulse parameters: voltage and pulse width

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin

Trigger




E Electromagnetic Fault Injection characterization

To find the good parameters we use a target without Secure-

We run a program with a known behaviour: we call it a “Faul

Boot.
t Observer”.

We observe the output of this program while injecting with different parameters.

Methodology:

(1) The target waits for an order

(2) The PC sets the pulse parameters and moves the XYZ axis
(3) The PC sends an order to the target

(4) The target rise a GPIO into the pulser trigger input

(5) A pulse is injected during the Fault Observer

(6) The Fault Observer results are sent to the PC
2
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(A) Vulnerability analysis

(B) EMFI parameters

(C) Synchronization
(D) Combined attack

Results (g)

XYZ
AXIS Go !
(3) IGPIO up
(4) ()
Target WAITING for e Fault
Point of view “GOr" (1) Initialization NOP Observer NOP

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié,

Olivier Potin




Saint-Etienne

74
E Electromagnetic Fault Injection Characterization /’%Z

(A) Vulnerability analysis

Fault model: Instruction skip (B) EMFI parameters
(C) Synchronization
Faulty area with SoC IR imaging as background. (D) Combined attack

Pulse voltage = 400V
Pulse Width = 10ns
Step = 500pum

=1/4 of the total SoC surfrce Step = 50pum 50

Zoom in the faulty area
0 c
S
:':'(6_)
6000pm 300
o]
5
120 E
c
3
v « . 110 L
7000pm 2000um 0

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin



Saint-Etienne

7
E Synchronization issue for hardware attacks }M/:{

(A) Vulnerability analysis

A triggering event is used as temporal reference to (B) EMFI parameters
(C) Synchronization

synchronize the injection. (D) Combined attack

= delay between the triggering event and the vulnerabillity.
= delay between the triggering event and the attack.

1:vuln

tr

The attack is successful when t,, = tg
=>» the injection and the vulnerability happen at the same time

Triggering
Event
I t Vulnerability
_ vuln N |
> 8
| >

te Time
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a Synchronization issue for hardware attacks

We set t;, but we have no influence ont

t

vuln

CEA - EMSE

vuln-

IS confined in a temporal window At,, . also called jitter.

vuln
Triggering
Event
l — Atvuln
I I I

Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin
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(A) Vulnerability analysis
(B) EMFI parameters

(C) Synchronization

(D) Combined attack




E Synchronization issue for hardware attacks

To maximize the attack success rate we need to reduce At ..
The best way to do it is to get the triggering event as close as
possible to the vulnerability.

Distant Triggering
Event

1 < Atvuln >

te Time
Close Triggering
Event
1 <A_t\>/uln
[ T1 >
—)
FI
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(A) Vulnerability analysis
(B) EMFI parameters

(C) Synchronization

[ | — >

(D) Combined attack




24
a Existing triggering events S}M/;{

- L Tri ' (A) Vulnerability anaIyS|s
Solution 1: Trigger with fully controlled output such as GPIO (B) EMFI naramotons

Step 1: i  Step 2 (C) Synchronization
: (D) Combined attack

The attack is voluntarily triggered by the target.
The synchronization is optimal but it needs a high level of control
over the target.

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin
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a Existing triggering events S}M/;{

- T (A) Vulnerability analysis
Solution 2: Trigger on uncontrolled 1/0 (B) EMFI parameters

Step 2: (C) Synchronization

(D) Combined attack

This kind of triggering event is not always accurate but there is no
need to control the target.

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin



24
E Existing triggering events S;(;{

- T - ‘A (A) Vulnerability analysis
Solution 3: Triggering on a Side Channe.l event (B) EMFI parameters

Step 2: (C) Synchronization

(D) Combined attack

The attacker has a great degree of freedom in the event choice.
For Fault Injection it needs a real time analysis:
Analysis of high frequency events may be difficult

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin
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Frequency analysis of the EM side channel around the vulnerability }M/l:{

Saint-Etienne

Une école de 'IMT

: - (A) Vulnerability analysis
Offline spectrogram of the target EM emanations before the (B) EMFI parameters

vulnerable instruction. Power Frequency (C) Synchronization
(dB/Hz) (D) Combined attack

=124,5 MHz
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24
E Proposed solution: Synchronization by Frequency Detection in the EM Side-Channel }M/.:{

(A) Vulnerability analysis
(B) EMFI parameters
(C) Synchronization

(D) Combined attack

INPUT i

user

AN D Vs
\} V . etector i-ogww ‘

I ty to t,

We need a device that can generate a trigger signal when
a chosen frequency Is active.
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24
@ Proposed solution: Synchronization by Frequency Detection in the EM Side-Channel ;\%Z

(A) Vulnerability analysis

This system is equivalent to a bandpass filter with a central (B) EMFI parameters

frequency f .., selectable between 10MHz and 6GHz. (C) Synchronization
(D) Combined attack
& EM
. . Trigger

v Software Defined Radio FPGA 99
Frequency Frequency Bandpass
selection translation filter

N AE
| ADC E =

EGE F(Hz) F(H2)

fUSGI‘
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24
a Proposed solution: Synchronization by Frequency Detection in the EM Side-Channel }M/:{

Frequency detector performances (A) Vulnerability analysis
(B) EMFI parameters
(C) Synchronization

v LMiser A (D) Combined attack

TR B f s 0!
WL Leeeee |" /—¥

- Atis the delay between the activation of ... and the detection of f
follows a normal distribution.
- In order to be detected, f .., needs to stay active during at least D,

INPUT f

user

{

—+
o
}
\ 4

to

This delay

user user:

rouser
 JResuts
L 2.5 US

Algiy 60 ns

Diin 450 ns
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E Measure of the delay between the frequency detector output and the vulnerability }M/:{

We use a modified Little Kernel which rises a GPIO just after
the vulnerabllity. We set the frequency detector to trigger on
the 124 ,5MHz frequency we identified before.

Saint-Etienne

(A) Vulnerability analysis
(B) EMFI parameters
(C) Synchronization

(D) Combined attack

3.51

A e

2.51

-

-

=
o

=
W

=
=]

Voltage(V)
= M

Ln =
——

<+—GPIO

Frequency
Detector output

o
b

—B80
—-60
=20

_4 Time(us) ‘ Vulnerable

Instruction (LSR)

1:vuln
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a Measure of the delay between the frequency detector output and the vulnerability =

Saint-Etienne

: : : ’ - (A) Vulnerability analysis
This measure is performed 10000 times to identify the mean (B) EMFI parameters

delay and the jitter. (C) Synchronization
(D) Combined attack

Trigger on 124.5MHz

1200 - . :
. 10000 tries
1000 1 : Mean = 80.57 ys
I STD = 0.476 s
If
“g 600 - I I
E
2 4001 0.5us 0.5us
ﬁ ----------- h
200 - a :
0 79 3 80.57us 81 82

Time (ps) between frequency detection and GPIO
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24
E Measure of the delay between the frequency detector output and the vulnerability %%Z

(A) Vulnerability analysis
(B) EMFI parameters
(C) Synchronization

(D) Combined attack

Comparison with other triggering events:

Triggering event Mean value of STD value of Equivalent instruction
vulnerability delay vulnerability delay number at SO0MHz

Frequency detector 80,57us 476ns =400 Instructions
Trigger on UART character 113,8ms 2,06s =1600 instructions

Board power-on 1,248s 5ms =4000000 Iinstructions

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin



Campaign
scheduler

Host
computer
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Final experiment setup

Detection threshold

o R

UART

Powersupply

CH1 CH2 CH3 OuTPUT
Voltage: 5.00 V ®ee®ee® <

Current: 1.25 A . .

Aux Out

CH2+ CH3
(ONOIN[OXO)
Power
around Pulser Trigger  Fault injection
fcentral ( 100 ns 6 ns )
EM probe
< 400V p % §
<UART o arget
Motorized XYZ 1
tage 2 @‘ -
UART >
T
USB @—ti_me\ FPGA Side channel
1Q analysis EM probe

Digital _

AN\

1/Q

" ——/

TI Software Defined Radio N
ﬂf é DAC mixer YAmpllfler

.

I/a &Y RF
> fcentral
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(A) Vulnerability analysis
(B) EMFI parameters
(C) Synchronization

(D) Combined attack




E Results

CEA - EMSE

15000 attacks in 18h00:

2

MINES
Saint-Etienne

(A) Vulnerability analysis
(B) EMFI parameters
(C) Synchronization

(D) Combined attack

Scenarios Results

Crash 7005  (46,777%)
No effect 7912 (52,75%)
Authentication bypass 83 (0,53%)

= 1 bypass every 15 minutes.
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Results

Smn Etienne

Une école de I'IMT
v e v v

[10] platform init()

[10] target init()

[50] SDHC Running in HS200 mode

[60] Done initialization of the card

[70] pm8x41 get is cold boot: cold boot

[70] Not able to search the panel:

[70] ADV7533 Rev ID: 0x14

[80] ERROR: splash Partition invalid

[180] Config MIPI VIDEO PANEL.

[190] Turn on MIPI VIDEO PANEL.

[200] Video lane tested successfully

[210] pm8x41 get is cold boot: cold boot

[210] Unable to locate /bootselect partition

[220] boot verifier: user keystore length is invalid.
[220] Loading (boot) image (16521216): start

[340] Loading (boot) image (16521216): done

[350] use _signed kernel=1, is unlocked=0, is tampered=0.
[360] Authenticating boot imacae (1A521216): start
[470] boot -<+. 1mage verification Tdicee.

[480)gf 0t _verifier: Device is in RED boot state.
[465] Authenticating boot image: done return value = 0
[ 80] Device verification failed. Rebooting into recovery.

e we 2 » I L B L N T L L e e “ay v ]

22-02-23 17 RimdSsaELLL [ _Runl: cuo s 0S¢_be_restarted?

22-02-23 17:30:32.308 [...0SCILLO_LECROY]: wait(get answers) ... 53%: detected mal|C|0US Linux kernel
22-02-23 17:30:32.331 [..-OSCILLO_LECROY_sync]: end of sequence detected 45%: timeout ou crash

22-02-23 17:36:32.332 ] % oarm

22-02-23 17:30:32.222 \ arm waiting... 1.67%: execution of malicious Linux

22-02-23 17:3¢ ~med

-02- S kernel followed by a crash
et Detected §< eanene_ond) . y a cra

22-02-23 4 of sequenze (1 traces) = success 053% SUCCGSS, eXGCUtIOH Of mal|C|OUS
-02-23 sequence end): . .
== malicious et e i Linux kernel and Android OS.

22-02-23 srn arm status: True

22-02-23 = ~erlap_wait_post_arm): OK

22-02-23 Llnux kernel 172/4199921):try= _ 10, pulser(amplitude=400 V,
elay=34575

22-02-23 17:30: : results from user for attack 172/4199921

22-02-23 17:30:32.5% o woop_must_be_restarted: False Un contournement de Secure Boot

22-02-23 17:30:32.334 FULL [.Run,-"un.wait_until_ready_for_attack ...

22-02-23 17:30:32.334 DBG [...Pulser AVTECH]: wait(ready to trig) ... toutes les 15 minutes

CEA - EMSE Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin
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Une école de I'IMT
raay e = 2 ) p= v g 2 s Lo

[340] Loading (boot) image (16521216): done

[358) use sianed kesaa’® B L tampered=0,

[360] Authesa#ToCing boot image (16521216): start

[470] 4t cTined abort, halting

(420, r@ BxBf6adobl rl 0Ox0000005e r2 OxO0000001 r3 OxDEOLIRAL
«/70) r4 0x0000199d r5 0OxBT690bG4 r&6 OxBf690b90 r7 OxB8fe9fasl

[478) r& OxB8fGaflBac r9 Ox8T63cebd rl10 Ox8fE9ff58 rll1 Ox8f6E9fcho

[470] rl12 0x00068005e usp 6xHOOOBOOE ulr BXONOOOLLEO pc OxBfE314ch

[470] spsv DxaBbopls3

[470) fig rl3 Bx8f680408 rld Ox864001b8

[478) 1irq rl3 Bx8f685300 rld Ox81610964

[470] *svc rl3 Ox8fa953b0 rl4 OxB8f690hH96

[470] und r13 OxBf68034c rl4 0x8f61d798

[470] sys r13 BxPOEOO0EE rld OxDOPOOOLO

[470] bottom of stack at BxBf6953b0: , X o
:816953b0: B8f69fa78 DBOAPAEL BEOOOO33 BFE9LHIO |x.i...........J _ il el T

Bxc50953¢c0: BOORN1A8 BTr6d452ed 0QEDO100 B8THan2c4d = =

OxB8f69-4: 00000000 00000GOL B8FE9fdcO BTFE9fTEC

BxBf6953el: MGlae85 00000001 a54ffS53a 81690090

Ox8T69531D: 8f6Y9focu s Toho afsakdba an cwud

Ox87695400: 00fclB8Of B8ro9bd4c 6DEOOLOE BfblafsSc

Ox81695410: 00000001 20000600 BTES9543hL 00000601

OxBT695420- 8F690LYB BrHbBdc28 0d383136 B66HORSG6

[470] HALT: ref}

R e R e s

22-02-23 17:30:36.013 FULL [.main]: <(49) ' ac r9 0Ox8fe3c'’ . H- H

e R T T , 53%: detected malicious Linux kernel
22-02-23 17:30:36.014 FULL [.main]: <(49) '00085e usp 0x00000000 ulr UX0EOAEE0O pc Ox8F6314" e

22-02-23 17:30:36.015 FULL [.main]: <(49) 'cO\r\n[470] spsr 0xa0000153\r\n[470] fiq r13 ox8f680' 45% tlmeOUt ou CraSh

22-02-23 17:30:36.015 FULL [.main]: <(49) ‘460 r14 0x864001b8\r\n[470] 1irq r13 ©x8f685300 rid' ] . . . .
22-02-23 17:30:36.615 FULL [.main]: <(49) ' ©x8f610964\r\n[470] *svc ri3 Ox8f6953b0 ri4 Ox8f69' 1.67%: execution of malicious Linux
22-02-23 17:30:36.016 FULL [.main]: <(49) '0b96\r\n[470] und r13 Ox8f68034c r14 Ox8f61d798\r\n['

22-02-23 17:30:36.855 FULL [.main]: <(49) '470] sys r13 ©x00000000 r14 0x00000000\r\n[476] bo' kernel followed by a crash

22-02-23 17:30:36.056 FULL [.main]: <(49) 'ttom of stack at 0x8f6953b0:\r\nOx8f6953b0: B8f69fa7’ 0/n . . .
22-82-23 17:30:36.0856 FULL [.main]: <(49) '8 000OEOO1 ©AOAEO33 8F690b9O |x. i L. ]\r\n’ 0.53%: success, execution of malicious
22-02-23 17:30:36.057 FULL [.main]: <(49) 'Ox8f6953co: oooooxoo 8f6452e4 00000100 8f6a02c4 R : :

22-02-23 17:30:36.057 FULL [.main]: <(49) . 1\r\nex8f6953de: 00OE000O ©AOEOEO1 ' Linux kernel and Android OS.

22-02-23 17:30:36.057 FULL [.main]: <(49) '8f69fdce 8f69ff6c 1.1.1.]\r\nox8f6953e0: '

22-02-23 17:30:36.058 FULL [.main]: <(49) bb67ae85 00000001 a54ff53a 8f690b90 |..

22-82-23 17:30:36.058 FULL [.main]: <(49) ° .|\r\nox8f6953f0: 8f69fdce 8f69fcbe 8f69bdbs 90°

22-02-23 17:30:36.059 FULL [.main]: <(49) ooooeo N, |\r\n8x8f695400 : 00fc180f g

22-82-23 17:30:36.859 FULL [.main]: <(49) 'f69bddc 00EEE0OE 8f61afSc |....L.1 .1\r\noxs'

22-02-23 17:30:36.070 FULL [.main]: <(49) 'f695410 90000001 90000000 8f69543b 00000001 3o ! Un contournement de Secure BOOt

22-02-23 17:30:36.070 FULL [.main]: <(49) ' |\r\nex8f695420: 8f690b90 8f60dc20 ©d3'

22-02-23 17:30:36.871 FULL [.main]: <(49) '©3130 B6600906 |..1 [\r\n[47@] HALT: re' toutes les 15 minutes
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Une école de I'IMT
D

- Flash Throughput, 105000 KB/s (1187440 Bytes, 11285 us)
S - DDR Frequency, 400 MHz
Android Bootloader - UART DM Initialized!'!!
[0] welcome to lk

[10] platform init()

[10] target init()

[50] SDHC Running in HS200 mode

[60] Done initialization of the card
[76] pm8x41 get is cold boot: cold boot
[70] Not able to search the panel:

(70] ADV7533 Rev ID: Ox14 | SOC Crash
[80] ERROR: splash Partition invalid . "
[180] Config MIPI VIDEO PANEL. ! g

[190] Turn on MIPI VIDEO PANEL.

[210] Video lane tested successfully Blue Screen

[210] pm8x41 get is cold boot: cold boot
[210] Unable to locate /bootselect partition
[220] boot verifier: user keystore length is invalid. \
[220] Loading (boot) image (16521216): start [
[340] Loading (boot) image (16521216): done

[350] use signed kernel=1, is unlocked=0, is tampered=0.

[360] Authenticating boot image (16521216): start . -

Co WE B AT AV TV VY WL L SRIMIT e T M TS AR MR AL MMMy I Wi Ao e P muuy TVl LU Mwt wwo i

22-02-23 17:30:40.966 FULL [.Run]: run.loop_must_be_ restarted?
22-02-23 17:30:40.966 DBG [...OSCILLO_LECROY]: wait(get_answers)

..OSCILLO_LECROY_sync]: end of sequence detected 45% tlmeOUt ou CraSh

...0SCILLO_LECROY_sync]: arm... . . - - .
...0SCILLO_LECROY sync]: arm waiting... 1.67%: execution of malicious Linux
22-02-23 17:30:40.984 DBG [...0SCILLO_LECROY_sync]: armed

22-02-23 17:30:40.984 DBG [...0SCILLO LECROY]: wait(get answers): OK kernel followed by a crash

[
[
[
[
12
22-02-23 17:30:40.984 DBG [...OSCILLO_LECROY]: wait(wait_sequence_end)
[
[
[
[
[
[

h

22-02-23 17:30:40.983 DBG
22-02-23 17:30:40.983 DBG
22-02-23 17:30:40.983 DBG

22-02-23 17:30:40.984 DBG [...O0SCILLO_LECROY sync]: end of sequence (1 traces) = success 0.53%: success, execution of malicious
22-02-23 17:30:40.984 DBG ...0SCILLO_LECROY]: wait(wait_sequence_end): OK . .

22-02-23 17:30:40.984 DBG [...0SCILLO_LECROY]: wait(overlap_wait post_arm) ... Linux kernel and Android OS.

22-02-23 17:30:40.984 DBG ..OSCILLO_LECROY_sync]: return arm status: True

22-02-23 17:30:40.984 DBG
22-02-23 17:30:40.985 DBG
elay=34500 ns) 0.15 step/s
22-02-23 17:30:40.985 FULL [Campaign]: received results from user for attack 174/4199921

22-02-23 17:30:40.985 FULL [.Run]: run.loop_must_be restarted: False Un contournement de Secure Boot

22-02-23 17:30:40.985 FULL [.Run]: run.wait_until_ready_for_attack ...

22-02-23 17:30:40.985 DBG [...Pulser AVTECH]: wait(ready to trig) ... toutes les 15 minutes

...0SCILLO_LECROY]: wait(overlap_wait_post_arm): OK
Campaign]: 0.00%=( 174/4199921):try= 10, pulser(amplitude=400 V,
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T T T

[0] welcome to lk

[10] platform init()

[10] target init()

[S0] SDHC Running in HS200 mode

[60] Done initialization of the card - -
[70] pm8x41 get is cold boot: cold boot th I

[70] Not able to search the panel: e I I l ICIOUS
[76] ADV7533 Rev ID: 0x14

[80] ERROR: splash Partition invalid =

(180] Config MIPI VIDEO PANEL. Llnux kernel
[180] Turn on MIPI VIDEO PANEL.

[200] Video lane tested successfully

[210] pm8x41 get i1 SOUUC. LUt el

[210] Unablaiis Locate /bootselect partition

[220] _heoC verifier: user keystore length is invalia.

[22487 7 Loading (boot) image (16521216): start

[£40] Loading (boot) image (16521216): done

.340] use signed kernel=1, is unlocked=0, is tampered=0.

[350] Authenticating boot image (16521216): start

[470] boot verifier: Device is in GREEN boot state.

[470] Authenticating boot image: done return value =

[480]) decompressing kernel image: start

\ gg =, 0p0
e R R S R A R N Ly M5
22°02-23 17:33:27.983 FULL [.main]: <(20) 'erifier: vd:r keysto'

22-02%3. 17:33:27.983 FULL [.main]: <(20) 're lenssf is invalid' 53%: detected malicious Linux kernel

22-02-23 1M22:27.983 FULL [.main]: <(20) ' A#\n|220] Loading (bo'

22-02-23 17:33: 2/ 0onary =232l 05, 'ot) image' 45%: timeout ou crash

22-02-23 17:33:28.113 FULL [.main]: <(49) ' (16521216): start\r\n[340] Loading (boot) image (1' . . . - .

22-02-23 17:33:28.114 FULL [.main]: <(49) '6521216): done\r\n[340] use_signed_kernel=1, is_unl' 167% exeCUtlon Of mallC'OUS Llnux kernel
22-02-23 17:33:28.114 FULL [.main]: <(49) 'ocked=0, is_tampered=0.\r\n[350] Authenticating boo'

22-02-23 17:33:28.237 FULL [.main]: <(29) 't image (16521216): start\r\n[4" followed by a crash

22-02-23 17:33:28.238 FULL [.main]: <(49) '70] boot_verifier: Device is in GREEN boot state.' 0/n- . . .
22-02-23 17:33:28.238 FULL [.main]: <(49) '\r\n[470] Authenticating boot image: done return va' 053 A) SUCCeSS, exeCUtlon Of ma||C|OUS

22-02-23 17:33:28.238 FULL [.main]: <(06) 'lue = '

22-02-23 17:33:28.239 FULL [.main]: <(..) '1\r\n' Linux kernel and Android OS.

22-02-23 17:33:28.240 FULL [.main]: <(02) '[4'
22-02-23 17:33:28.240 FULL [.main]: <(©2) '80'
22-02-23 17:33:28.240 FULL [.main]: <(02) '] '
22-02-23 17:33:28.241 FULL [.main]: <(..) 'decompressing kernel image: start\r\n'

Un contournement de Secure Boot
22-02-23 17:33:28.637 FULL [.main]: <(16) '[880] decompress' .
22-02-23 17:33:28.637 FULL [.main]: <(16) 'ing kernel image' toutes les 15 minutes
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Results

.744338] spmi msm8x16 wcd codec-ffffffc0329dcO00: Driver wcd-sp
.775369] No soundcards| 14.779365] Freeing unused kernel me
.805523] SELinux: 2048 avtab hash slots, 8186 rules. \
.828086] SELinux: 2048 avtab hash slots, 8186 rules.
.832408) SELinux: 1 users, 2 roles, 650 types, 0 bools,
.839396] SELinux: 86 classes, 8186 rules

.847784] SELinux: Completing initialization.

.851369] SELinux: Setting up existing superblocks.
.856515]) SELinux: initialized (dev sysfs, type sysfs), uses gen
.863813) SELinux: initialized (dev rootfs, type rootfs), uses g
.871006) SELinux: initialized (dev bdev, type bdev), not config
.878574] SELinux: initialized (dev proc, type proc), uses genfs
.885521) SELinux: initialized (dev tmpfs, type tmpfs), uses tra
.892877] SELinux: initialized (dev debugfs, type debugfs), uses
.909778] SELinux: initialized (dev sockfs, type sockfs), uses t
.915634] SELinux: initialized (dev pipefs, type pipefs), uses t
.922529] SELinux: initialized (dev anon inodefs, type anon inod
.931542) SELinux: initialized (dev devpts, type devpts), uses tj
.938939] SELinux: initialized (dev selinuxfs, type selinuxfs), }
.946775] SELinux: initialized (dev configfs, type configfs), no\
.955055] SELinux: initialized (dev tmpfs, type tmpfs), uses tra
.962310] SELinux: initialized (dev sysfs, type sysfs), uses gen

N\
.075134] type=1403 audit(16.959:2): policy loaded auid=429d9672. - =

== T
22 ©2-23 17:33:43.884 FULL [.main]: <(99) 'tialized (dev tmpfs, type tmpfs), uses transition SIDs\r\
[ 14.892877] SELinux: initialized (dev de'
22-02-23 17:33:43.885 FULL [.main]: <(99) 'bugfs,
] SELinux: initialized (dev sockfs, type so'
22-02-23 17:33:43.885 FULL [.main]: <(99) 'ckfs),
ed (dev pipefs, type pipefs), uses task SID'
22-02-23 17:33:43.927 FULL [.main]: <(99) 's\r\n[
, type anon_inodefs), not configured for la'
22-02-23 17:33:43.927 FULL [.main]: <(99) 'beling\r\n[
type devpts), uses transition SIDs\r\n[ 14'
22-02-23 17:33:43.928 FULL [.main]: <(99) '.938939] SELinux:
fs), uses genfs_contexts\r\n[ 14.946775] '
22-02-23 17:33:43.928 FULL [.main]: <(99) 'SELinux:
nfigured for labeling\r\n[ 14.955055] SEL'
22-02-23 17:33:43.928 FULL [.main]: <(99) 'inux:
SIDs\r\n[ 14.962310] SELinux: initialize’
22-02-23 17:33:44.038 FULL [.main]: <(99) 'd (dev sysfs,
75134] type=1403 audit(16.959:2): policy lo'
22-02-23 17:33:44.539 FULL [.main]: <(99) 'aded auid=4294967295 ses=4294967295\r\n'
22-02-23 17:33:45.040 FULL [.main]: <(99) "'
Press Enter to continue...
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type debugfs), uses genfs_contexts\r\n[ 14.90977

uses task SIDs\r\n[ 14.915634] SELinux: initiali

14.922529] SELinux: initialized (dev anon_1inodef

14.931542] SELinux: initialized (dev devpts

initialized (dev selinuxfs, type selinu

initialized (dev configfs, type configfs), not ¢

initialized (dev tmpfs, type tmpfs), uses transitio

type sysfs), uses genfs_contexts\r\n[

pog

MINES
Saint-Etienne

Une école de I'IMT

—~
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53%: malicious Llnux kernel

45%: timeout ou crash

1.67%: execution of malicious Linux
kernel followed by a crash

0.53%: success, execution of
malicious Linux kernel and Android
OS.

Un contournement de Secure Boot
toutes les 15 minutes

Clément Fanjas, Clément Gaine, Driss Aboulkassimi, Simon Pontié, Olivier Potin
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E Conclusion and prospect }M/:{

Saint-Etienne

(A) Vulnerability analysis
(B) EMFI parameters
(C) Synchronization

(D) Combined attack

We identified a vulnerability to fault injection in the Secure Boot of our target.
We present a new synchronization method to trigger hardware attacks on high
frequency event.

By using this synchronization method we successfully synchronized a fault

injection with the vulnerability identified, bypassing the Linux Kernel
authentication step of our target Secure Boot.

Conclusion

Prospect

- Use the same methodology on other targets:
=» Hardware: smartphones SoC
=» Software: previous Secure Boot steps
- Improving the hardware of our frequency detector
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