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Our tool: Gadget Inspector
« Detects Init & Dispatch gadgets
« Detects functional gadgets

« RISCV 32/64, OS agnostic
Ongoing work @

Effects
The attacker send a malicious HTTP request
The attack opens/reads a secret key

Writes said secret into the attacker socket
Cleanups the application registers
The application resumes with nominal behavior

« Semi-auto chain assembling
« Usage for CRA exposure
assessment
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