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Abstract
Fault attacks aim to disturb integrated circuits using methods such as power spikes [1], clock glitches [2] or electromagnetic injection [3]
to break security system or steal information. A SoC is made up of numerous IPs which are connected to each other by a communication
architecture. Our work focuses on the wishbone [4] bus architecture of a RISC-V based system obtained using the LiteX framework.
Vulnerabilities are identified through fault injection simulations and possible attack vectors are highlighted.

Vulnerabilities within the communication architecture
Figure 1 illustrates a simplified SoC communication architecture with different components. Data, address, and control signals are
transferred through a bus. Listing 1 is the program under attack, attack target is highlighted in red as in the SoC architecture.
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Figure 1. Fault propagation paths in the communication architecture

int main( void )
{

. . .
password=256;
provide=334;
for ( t ry_ le f t=3; try_ lef t >0; try_ lef t −−) {
i f (password==provide ) {

t ry_ le f t=3;
pr int f ("good key\n" ) ;
return 0;

}
else pr int f (" remain %d tr ies \n" , t ry_ lef t −1);
}
. . .

}

Listing 1. Attack targets in a C code
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Figure 2. Fault propagation in the communication architecture

Figure 2 shows fault propagations corresponding to threats in figure
1. Table 1 evaluates these attacks before. From above to below, they
correspond to (c) (b) (a) in Figure 2.

Fault injec-
tion senario

Target of the
fault

Fault type Complexity
of the attack

corrupt data
bus (c)

SRAM and con-
trol signal in
register

1 bit_flip in
register

average (need
a write in
SRAM)

change in-
struction type
(b)

data bus input 1 bit_flip in
register

low

change in-
struction order
(a)

address bus in-
put

1 bit_flip in
register

low

Table 1. Evaluation of fault attacks

Conclusion and future work
Communication architecture can be a target of fault injection attacks. Several vulnerabilities have been identified and illustrated. Future
work aims to generalize fault injections in the communication architecture and to propose countermeasures.
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