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Context A

EMFI parameters : Amp 3\
- Probe position (XY) PW
- Pulse parameters

* Pulse width
* Pulse amplitude

Target :
- Smarpthone = System-on-Chip

Problematic:

How to identify suitable parameters to inject a fault
on complex target such as smartphone SoC?
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Related works

Yes| Code ‘
| execution ?

lNo

Test I< Yes| Software
code exploit ?

Yestl lNo

User Yes Binary
application ? knowledge ?

No lN°

Other <t
solution

Madau (2019) EM Side-Channelto  Only works with
Madau et al. (2018) localise EMFI EMFI
Probst et al. (2024) sensitive areas

How to find Fault Injection parameters without having
code execution privileges ?




Target

Target: Smartphone System-on-Chip
- 8 cores Cortex A53 (28nm)
- Frequency up to 1.4GHz (800MHz)
- Secure-Boot enabled

Objective:
Find EMFI parameters value despite

not having code execution privileges

* Little Kernel _
(fastboot) Android ‘
SSBL
A [] DRAM
0 SRAM
Fastboot = android . ROM
emergency flash mode —» Authentication




Methodology

Step. 0 (Optional)_: Parameters researched:

Side-Channel map 1. Probe position (XY)
2. Pulse parameters

Step 1 (optional): -] Ampitde
Crash map

Step 2:
Loop identification (Side-Channel Analysis)

Step 3:

Fault Injection parameters scan using the identified loop as test code.

Proof of concept:
Authentication function bypassed




Methodology

EMFI applied above the SoC and above the decoupling capacitors :

Pulse
generator System-on-Chip
() PCB

| System-on-Chip |

PCB

Pulse
generator




Methodology

Step 0: Side-Channel Analysis

Side-Channel scan above the
decoupling capacitors

Side-Channel scan above the SoC

| -

800MHz power above the SoC

ey o
ot

Rough Side-~ |
Channel position |

1.2cm




Methodology

Step 1: Crash map

= Put the target under high stress, then eliminate position where no effect are

iInduced
* NO CRASH

SSBL




Methodology

Step 1: Crash map
Crash scan above the SoC

Crash scan above the decoupling
capacitors
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Methodology

Step 0 and 1 = Allow to roughly identify interesting EMFI spots

Issue:
= Still need to identify:
- Accurate probe position
- Pulse parameters

Solution: EMFI during a loop




M eth Od O I Ogy Golden msg = expected message when
. - - no fault are injected
Fault Injection during a loop

Injection effects :

Trigger ,
|< ,< Golden msg > A 1. No effect detected

Boucle

Trigger
- 2 . Crash detected
... (Mute) (B)
Boucle




Methodology

Fault Injection during a loop

Trigger

|< >< Golden msg >(A)
Boucle

Golden msg = expected message when
no fault are injected

Injection effects :

1. No effect detected

Trigger
... (Mute)
Boucle

(B)

2 . Crash detected

Trigger
XXXX msg
Boucle

(C)

3. Fault Injected

Control-Flow deviation

Side-Channel traces can be used
iInstead of communlcatlon bus




Methodology

Step 2: Loop identification in the existing code

$fastboot flash system img.bin = Flash system partltlon with img.bin
89mV ‘ . Jorpd ; ; .\
- “‘ ‘ -‘Ilﬁ.“ L|1| pos ekl N it 4 it )

i)
img.bin = X bytes S e I

UART

img.bin = X+Y bytes
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M eth Od O I Ogy Golden msg = expected message when
I i : fault injected
Step 3: Fault Injection during the loop no fault are Injecte

Injection effects :

Zone 2

1. No effect detected

00000
00000

77777

ooooo Y ~ <e4——— 2. Crash detected

] ] 3. Fault Injected
n Control-Flow deviation

00000

77777

\\\\\\\\\\\\
000000000000000000000000000000000000000000000000




M eth Od O I Ogy Golden msg = expected message when
Step 3: Fault Injection during the loop no fault are injected

Injection effects :

Golden msg 1. No effect detected
C - Unknown chunk type\rin ‘
l 2 . Crash detected
Faulty msg obtained during the campaign 3. Fault Injected
E - Bogus chunk data: data size exceeds <—— Control-Flow deviation

target image size\r\n

C - Bogus chunk size for chunk type Raw\r\n




Methodology

Step 3: Fault Injection during the loop

Loop without EMFI
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Methodology
Step 3: Fault Injection during the loop

Loop with EMFI
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Methodology

Step 3 above the decoupling capacitors :

EMFI parameters :

T Crash cartography highlighted
- Probe position (XYZ2) \/ » only one area above the
- Pulse parameters decoupling capacitors.
* Pulse width >

* Pulse amplitude |




Methodology

Step 3 above the decoupling capacitors :

Pulse parameters scan Best pulse parameters to
(Faulty msg map) induce faulty messages
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Methodology

Same procedure applied above the decouplin
capacitors of the target :

EMFI parameters :
- Probe position (XYZ)

- Pulse parameters
* Pulse width } \/

* Pulse amplitude

Methodology validation:

Firmware Update : Authentication function
bypassed using the EMFI parameters identified




Conclusion

Contributions:
Methodology proposed to find suitable Fault Injection parameters based on:

- EM Side-Channel analysis to reduce spatial exploration (Madau2018, Probst2024).

- Crash map to further reduce spatial exploration and highlight sensitive area.

- Fault Injection during loop in the target original code to induce control-flow deviation.
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Conclusion

Contributions:
Methodology proposed to find suitable Fault Injection parameters based on:

- EM Side-Channel analysis to reduce spatial exploration (Madau2018, Probst2024).
- Crash map to further reduce spatial exploration and highlight sensitive area.

- Fault Injection during loop in the target original code to induce control-flow deviation.

Proof of concept :
- Smartphone without code execution privileges
- Image authentication bypass using the EMFI parameters identified.

Futur works:

- Apply this methodology in other context
= No UART/communication bus from the target : only Side-Channel allowed
= Use this methodology with other Fault Injection method than EMFI

- Apply this methodology on modern smartphones

- Use other parameters search strategy to quickly converge towards a solution
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Methodology

Step 3 above the decoupling capacitors :

Pulse parameters scan
(CRASH map)
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Proof of concept

Authentication of recovery image during flash

$fastboot flash recovery img.bin

Image valid

| - cmd: flash:recovery

| - SSM validating recovery ssm_en _hab =1
UART | - start flashing image recovery

| - erasing recovery

| - Erasing card: 0x74000:0x6000

sending 'recovery' (16484 KB)...
OKAY [ 0.5555]
USB writing 'recovery'...
OKAY [ 0.689s]
finished. total time: 1.244s

Image modified

| - cmd: flash:recovery

| - SSM validating recovery ssm_en _hab =1
E - HAB check fail 0x56

E - Failed to verify hab image recovery

sending 'recovery' (16484 KB)...

OKAY [ 0.5415]

writing 'recovery'...

(bootloader) Image recovery failed validation
(bootloader) Preflash validation failed

FAILED (remote failure)

finished. total time: 0.718s




Proof of concept
Authentication of recovery image during flash

0.10 A

0.05 A

0.00 A

—0.05 1

—0.101

mage valid

0.10 A

0.05 A

0.00 A

—0.05 1

—0.101

Image modified




Proof of concept

Authentication of recovery image during flash

mage valid

age modified

0.05 A 0.05 A

0.00 A 0.00 A

—0.05 A —0.05 A

~0.10 1 —0.10 1

— *After successful EMFI




Methodology

Target: Smartphone System-on-Chip

GND




Methodology
Step 1:

* Procedure
= Moving the probe above the target while injecting several high amplitude
pulses during the boot.

e Motivation
= If a high stress (high amplitude pulse) is applied several time at the same
position without any CRASH then its unlikely that fault effect are injected at

this position.
SSBL aboot (05 >

A

Boot start




Methodology

Pulse parameters scan
(CRASH map)
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