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Persistent fault attacks
(PFA)
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S-box in cipher
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Fault on first element: C = 5
C: disappears

J: appears twice
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biased faulty S-box
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Fault on first element: C = 5
» C: disappears

> J! appears twice
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Faulting S-box
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Many existing PFAs

+ [ZLZBHDQR18], [GPT19], [PZRB19], [CGR20], [ESP20], [ZZJZBZLGR20],
IXZYZHR21], [SBHRBMZ22], [TL22], [ZHFGTRZG23],...

» Different analysis techniques

» Aim to reduce number of data
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Countermeasures

4 Detect the "bias”
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Countermeasures

4 Detect the "bias”

> #appearance (6): 1
» #appearance (3): 1

» #appearance (5): 2 X
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Countermeasures

+ Detect the "bias biased faulty S-box

5 6 B 92 0 A
EF 8 4 7 1

> #appearance (6): 1
» #appearance (3): 1

» #appearance (5): 2 X

4 Caforio and Banik [CB19] and Tissot et al. [TGB23] use this principle
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Previous works

4 Analyses based on biased faulty S-box

4 Countermeasures detect bias
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What if we have a non-biased faulty S-box ?
(eg., swap 2 elements)



What it we tault another constant (not S-box) ?



Research question

C 5,6/B
HEce

other constants
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Previous works Research question
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other constants

4+ Analyses based on biased faulty S-box

4 Countermeasures detect bias
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Previous works Research question

CSB 9 0 AD
3 8 47 12

other constants

4+ Analyses based on biased faulty S-box

4 Countermeasures detect bias Bypassea
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Previous works Research question

CSB 9 0 AD
3 8 47 12

other constants

Not applicable @

4+ Analyses based on biased faulty S-box

4 Countermeasures detect bias Bypassea
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Previous works Research question

% biased faulty S-box non-biased faulty S-box
~556B90AD C5/6/B 9 0AD
3 EF 84712 'E 8 4 7 1 2

other z\sta nts “

4 Analyses based on biased faulty S-box Not applicable @

4 Countermeasures detect bias Bypassea
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Non-biased faulty S-box
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Non-biased faulty S-box

& Use linear attack
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Linear attack

4 Exploit the weakness of an S-box

4 Target PRESENT cipher

4+ Use multiple linear attack [FN20]
(Flérez-Gutiérrez and Naya-Plasencia)
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Linear attack

4 Exploit the weakness of an S-box

4 Target PRESENT cipher

4+ Use multiple linear attack [FN20]
(Flérez-Gutiérrez and Naya-Plasencia)

+

4 We care about

» Data complexity

> Success probability
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Orig. S(x)
2 taults | S'(x)
3 faults = S"(x)
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Orig. S(x)
2 faults | S'(x)
3 faults | S"(x)
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[FNZ20] S 0.95 27 272 244 2-54.8 263.4 220-8 years
Thiswork | §" | 0.95 31 270 244 2-37.2 244.0 2.8 years
Thiswork S 0.95 31 270 244 2-284 | 235 2.1 days

Viet Sang Nguyen viet.sang.nguyen@univ-st-etienne.fr Attacks and Countermeasures in Persistent Fault Model


mailto:viet.sang.nguyen@univ-st-etienne.fr

Orig. S(x)
2 faults | S'(x)
3 faults | S"(x)

o O~ O N

W W W W
O O O
Ol o o wu
> > | > O
U w O
W O lw o
O~ M M |~O
|
m oo oo
N A~ QO
TARNEENE g
N NN T

OO 0 o
ool O =

Source | S-box Ps Rounds Time | Memory Capacity Data @Collect. Time

[FN20] S 0.95 27 272 244 2-54.8 2634 220-8 years
Thiswork | §" | 0.95 3 270 244 2-37.2 244.0 2.8 years
Thiswork = S" | 0.95 , 31 270 244 2-284 | 2351 2.1 days

Viet Sang Nguyen viet.sang.nguyen@univ-st-etienne.fr Attacks and Countermeasures in Persistent Fault Model


mailto:viet.sang.nguyen@univ-st-etienne.fr

Orig. S(x)
2 faults | S'(x)
3 faults | S"(x)

o O~ O N

O (O |0 | P&~

A IDO

OO O o
ool o | —
o W O w
OO O o
> > > O
O w | O~
W T w o
O~ M m | O
|
M oo |00 |
N NN O
N NN T

o T Sag BT W, PR O PO - el oo 8

vy, p W= e~ b/
A o \

Source | S-box | Ps ," Roundsi Time Memory Capacity ' Data Collect. Time

i

S o e i .
Y e
- _ T

FN20] S 095| 27 | 272 21 2ses | 2634 2208years

Thiswork &' 095| 31 | 27 244 2372 | 240 2.8years

5" SRS S B e OSSP o it B Ach A Lo b2 2 ST e - A 8¢ A3

Thiswork S 095{ 31 | 270 28 2284 | 2351 21 days

Viet Sang Nguyen viet.sang.nguyen@univ-st-etienne.fr Attacks and Countermeasures in Persistent Fault Model 14


mailto:viet.sang.nguyen@univ-st-etienne.fr

Reviewer:
The fault injection seems not realistic |7



Precise Laser Fault Injections into 90 nm
and 45 nm SRAM-cells

Bodo Selmke! ™), Stefan Brummer!, Johann Heyszl!, and Georg Sigl?

' Fraunhofer Institute for Applied and Integrated Security, Munich, Germany
bodo.selmke@aisec.fraunhofer.de

> Department of Electrical and Computer Engineering,
Technische Universitat Munchen, Munich, Germany

[SBHS16] at CARDIS 2016
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Not enough motivation to do fault injection !?
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Not enough motivation to do fault injection 1?

\@ .

4 Multiple precise faults are difficult to achieve !7?
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Not enough motivation to do fault injection 1?

I =

4 Multiple precise faults are difficult to achieve !7?

4 Attack complexity is too high 1?
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Not enough motivation to do fault injection 1?

I =

4 Multiple precise faults are difficult to achieve !7?

j v Let me ask the experts at JAIF|

4 Attack complexity is too high 1?

|V | have another idea|
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Not enough motivation to do fault injection 1?

I =

4 Multiple precise faults are difficult to achieve !7?

j ¥ Let me ask the experts at JAIF]

4 Attack complexity is too high 1?

|V | have another idea]

4 But we want to emphasize the risks
of the current countermeasures [CB19], [TGB23]
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Faulting another constant (S-box)

other constants
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Faulting another constant (S-box)
: é |

& Round constant of AES
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Faulting 8th round constant

(Implementation with an S-box table
may be vulnerable to cache timing attack)
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Faulting 8th round constant

(Implementation with an S-box table
may be vulnerable to cache timing attack)

Implementation with or without S-box table: doesn’t matter !
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Data complexity

4 Number of correct-faulty ciphertext pairs

> 2 pairs = 20 candidates

> 3 pairs @ 1 candidate (correct key)
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?

Non-biased faulty S-box with linear attack



?

Fault beyona S-box elements
(round constant)



How to bypass the current countermeasures?



How to bypass the current countermeasures?

What is the idea of a stronger countermeasure?



How to bypass the current countermeasures?

What is the idea of a stronger countermeasure?

|
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