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» Predictive tool in complements with TCAD simulations for
studies of vulnerability analysis in advanced FD-SOI silicon
technologies

» To enable parametric analysis of physical phenomena related to
the technology

Numerical simulation model

> Anticipate experimental studies of the vulnerability by laser fault
injection of complex electronic systems
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WIETR Outline

- Bitflip in SRAM cell memory under laser illumination
- Theory of the transient photocurrent in MOSFET under laser illumination

- Incident laser power density for a bitflip

- Comparison with TCAD simulations

- Electrical simulation of a bitflip

- Conclusion
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ﬂJrIJ |ETR - Bitflip in SRAM cell memory under laser illumination

CMOS inverters % VDD

In Out —q ':
In -—l>0—<0ut ‘

SRAM cell memory (6 MOS transistors)

X = O
X O
nE
T

6 MOS transistors:

VDD
MP1L . . ligne d'accés
> 4 transistors forming two cross
17 (criture “1” (lecture) . . ‘ !
l‘;,_‘ MMM " coupled inverters performing the
m_l e a5 @71 & memory function, : j
12 » 2 other transistors for writing or g o dé Siockage o
1 H transistors d'accés
reading the stored bit.
MN2
WL : Word line
GND BL :Bit line

The circuit retains one of the two states through cross-coupling. These two stable states correspond to the two values (0 or 1) of the

associated bit.

A [ L] = - B’ L L Laser fault injection ( Q=0-1,0r Q=1 - 0)
Q—< Q :-E _g_u Q —i}ja
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ﬂJrIJ |ETR - Bitflip in SRAM cell memory under laser illumination

The injection of the fault (simulated by laser) on the OFF transistors ("High impedance”), allows to make the transistor "On" in a transient way
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@ Sensitive area under laser illumination

I\ Nant N2 Université
@ 9 &5 INSA Tlisiee 3o

CentraleSupélec  eNNes RENNES



”Jr“ |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

Absorption of photons under laser illumination (generation of hole/electrons pairs)
d(x)

\
\ EPhoton = hC/)\ 2 EG

Eq
X Silicon:
0 Ey, Ec=11eV
Photons absorption = electron/hole pairs generation Ny A<1,1pm
a: absorption parameter dependent on the doping level +\

103 L
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|r|_|r“ |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

Back side

The current transient responsible for a bitflip results from the generation
of electron/holes pairs in the space charge region of the reverse biased
L channel/drain junction

<
<

»  Depleted area (sensitive
Lc to laser illumination)

WD
‘]Géné = j ) qGdx = gG( z,t )WD W, : space charge zone width (W, < L,).

Hypothesis : for advanced technologies (small sizes) the space charge zone extends over the entire length of the channel (W, = L), and
over the entire thickness of the (IR-light) sensitive active layer (FD SOI devices)
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- Theory of the transient photocurrent in MOSFET under laser illumination
WIETR v P

t Popt(zlr)
Active layer under illumination of focused laser beam

Incident surface power density

Incident power density homogeous in the bulk of the devices | $ g"“"‘igi ; S _\_ )y
_ 2r? i -
— 2 - ( +d u ) | / A
Popt(z,7) = (@) e W@ e~ alztdsup i Y Po;:(z‘{)
| /
Laserlbeam / \\
ilicon substrate | [ T
Gaussian beam width: . | \ | o
2 A 0 : A=/
w=wo [1+(2)] 20 = 20 DL
Zg A 2 . = LA By B v—-
GRSt “-— s /
2w, : diameter of the laser beam (1 — 5um) Z] _ =" Topside|
P : laser power ///
In small size MOSFET: W = L
W,, : depleted area width
«—

Lc : geometrical length of the channel 2w
Lc (W) << 2w, r °

Variation of P, lower than 10% for 2r < 0,46w, (ex with 2w, = 1um, for r = 50 nm, ie W = 100 nm = 0,2w,, AP /P, = 2 %)
The incident surface power density (at z = 0):

Pyt = Pope(0,7) = —— ¢=sup
opt — opt( :r)=n_wge
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”,”J |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

Optical transmission coefficient

Silicon refractive index 3,48
Air (nSi)
1‘ Silicon dioxide refractive 1,46
2 index (ngq,)
T _ Ng; ( Znair ) = 70% 5102
- air,Si - Air refractive index (n,; 1
Silicon substrate | Ngir \Nair + Nsi (nair)
Buried oxide thickness (d;s,) 10 nm
5 2 Silicon subtrate thickness 100 pm
Ngi Nsio
Si02 dsioz TSi,SiOZ = (n +ln ) X nl 2 = 83,3% (dgyp)
SO S S . . .« .
Silicon active layer 12 . L Optical a:)l?cz:ﬁct:)onn(gn)efﬁaent -
2 . . .« . -5 -1
o 21510, o SL _ 83 30 Optlca!?bsor9t|<?n coefficient  10™ cm
Si0,,Si nsi+nsio, nsio, ’ of silicon dioxide (0, )
Bulk CMOS devices FDSOI devices
— —ad —aSi0,dg; —
T = Tair5i X €~ “sub = 63% T = Tyir,si X € “4Sub X Tg; 510, X € *17295102 X T, o = 44%
p P
PoptT =—X 0,63 PoptT =—X 0,44
TW TW
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ﬂjrlJ |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

Homogeneous flow of incident (absorbed) photons over the entire surface of the device

& = Gy () -—2

y Time dependent charge carrier concentration relation
[ L

do(z)

Z

Go(2) = — : Rate of absorbed photons = rate of electron/hole pairs generated (cm3s1)

®(z) : Incident photon flux (cm=2 s

B(2) = Boe ™% N Go(2) = aB(z) = aBye %= q i‘i—}’;e‘“z

Poot  incident power density of the laser (W cm™)
A: laser wavelength
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”Jf“ |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

t, : pulse duration

dn n—ny
— =Gylz)-
dt T
Generation rate G(z.1)= n(z,t)
T
—For 0<t< t) Under laser illumination
_t
Wb _t
J Photo :I qGdx :1|:G0 (Z)T[l—e %J+I’l0:|WD
0 T
d oL
1 Photo :J. J. J Photodde
0 Jo
- -1 nodLW
photo = cm)(l—e adIl—e %]LWD +qofD
\ Y 7
l,, Photocurrent lc leakage current
(generation) (darkness)

—For t2t, After laser illumination

t
n(t,z)ZGO(z)T e%—l e_% +n

W, ! -
J Photo :JO Dqux :% GO(Z)T[e % _1]e % +ny Wp

d eL
Iphoto = IO -‘.O J Photody dz

'p _1
1 photo =Q%(1_e_ad € % —lle %LWD +

1 ]

andLWD
T

\ J

lo,, Photocurrent
(recombinationn)
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ﬂ”_l |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

Parasitic bipolar effect transistor

Each Off-State (high impedance) MOSFET acts alternatively as bipolar phototransistor for (lateral) size MOSFET

Vin
|
V,
Voo 5 G D | GND
[ ] I [ 1
2y P’ Q‘T’C"D P
4—
al lc “/’I Ipsphoto
o -/\ Deplet
Photo arealli P well
| K
Photo z

N susbtrate =
VBqu VBqu

Under laser illumination bipolar parasitic is triggered

Ipsphoto = Bolphoto + Iphoto = (IBO + 1)IPhoto = Bolpnoto
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”JI'“ |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

Early effect in the parasitic bipolar transistor

107 3 ‘
. e Ng=10%cmd Vbpé&s
" : e Ng =10 cm?® Bt =PBo |1+ PYSNIRTI#)
105 \ —4— N, =107 cem?| | ZqNCW
§10° e
3 108 o B, : technological current gain
i & S S - i
0, N, = channel doping level
10'
10° 108 107 10°® 10°

Channel length (m)

Current gain of the parasitic bipolar transistor strongly dependent of the length and (low) doping level of the channel

Transient current model

-ForOStStp -Fort2tp

andLW Pop

qnodLW
Ipsphoto = qA A -

T
g1 —e @) (e e — DeFeLw + B,

PopcT ] .
T p(1—e “d)(1—e /) LW + B, ;

Ipsphoto = qA

Relevant (adjusting) parameters : A, Py, t, T, O, B(N¢) L, Wy, d
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ﬂjrlJ |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

Photocurrent in FD SOI devices

A =1064nm, Popt = 5,1x10° W cm2 (5,1x10°° W m2),a=10cm, W=30nm, L=500 nm,d =10 nm, T = 0,44%

2,5x10 T T T T T T T T T T
B B 21— —8—=a
2,0x10* | e ]
-
/ ~m Ng=10"cm?3|]
/
< 1,5x10* | / e Ng=10"%cm3}
2 | & —4—Ng=10"cm?3|
2 u
o .
1,0x10* |- u W =30nm, L=500nm,d=10nm,a=10cm" 7
» A =1064 nm, P,=5,1x10° W cm?, T = 44%
1=
| o o o6 9o 0o o o o
5,0x10° | ° .
m :
} A A A A A A A A A
0,0 T T T T T T T T T T
0 2 4 6 8 10

t/t
Results compatible with those reported in FD-SOI CMOS inverter (W = 30 nm, L = 500 nm):

J.M. Dutertre et al., « Sensitivity to Laser Fault Injection: CMOS FD-SOI vs. CMOS Bulk », IEEE Transactions on Device and
Materials Reliability, vol. 19, n° 1, p. 6-15, mars 2019, doi: 10.1109/TDMR.2018.2886463.
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ﬂjrl_l |ETR - Incident laser power density for a bitflip

Condition for a bitflip : when the photocurrent level reaches that
across the MOSFET in on mode given by:

Vv
v v v VD T- °P Voutu A
GS T DS 2 - VDD R _I
VDZD ] I
Ips = HC; ——(Vgs =V Vps _IBNPT | |
_ _~ Vop . V. —
Ips =Gy (VGS —VT)_ Gy -0 G,,: transconductance of the MOSFET Vi | Vo :
C V.
(1065 < G,, < 102 S) — L | -
Voo
A : N MOS Cut off, P MOS On (linear mode)
B : N MOS Saturation mode, P MOS Saturation mode
C : N MOS On (linear mode), P MOS Cut off

Py, T _ Tt Voo
Ipsphoto = AA—p—Be(1 — e™) (1~ e™"r) LW = Gy 27
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|r|Jr|_| |ETR - Incident laser power density for a bitflip

P, ;T v
ql opt ,B’t(l — e‘“d) (1 — e‘t/f) LW = GME
hc 2
Pulse duration of the laser
G.. VDD
t M5 Duration of the pulse
L =—Inl1-
T P,.T _ related to the
y ,6’(1— ad)LW -
P Pe D technological node
Incident power density
Gy VgD Energy of the laser
P =
opt t V
T -ad _I% G @T
A—B\l- 1-e /T |L M !
q/]ﬁz(l‘e_ad)LWD ‘

Laser incident power density related t L
i (/)' E;_s I Nan N Université
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ﬂjrl_l |ETR - Incident laser power density for a bitflip

Bitflip in bulk CMOS

Results from simulations in 0,25um CMOS techno, laser nanosecond, pulse duration 50ns,

laser power 1,6 W, diameter 1 um (P

= 2x108 cm?)

opt

After C. Roscian et al “Fault Model Analysis of Laser-Induced Faults in SRAM Memory Cells” (2013) DOI

10.1109/FDTC.2013.17

W =L = 250 nm, B, = 200, a=10cm’’

10" One photon absorption process
A =1064 nm, T = 63%, Gy =10°S, Vyp = 2,5V
_10®
c MOS technology devices
(&) 1012
= “ad=10nm
210" —e—d=100 nm
< —4A—d=1um
B 10
o ]
N T ma—

*GE) - — — — _AA&A_.'S_..*_ —

10
©
[ A
- 10’ I

106 T bR o N | RN | "I'""I T

104 103 102 107 10° 10 102
t/t

104S < G, <1035

(typical intermediate values)

T=63%

Incident power density (W cm™)
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Figure 15.
current (bottom part) in state "0".

W =L = 250 nm, B, = 200, a=10cm’
One photon absorption process
A=1064 nm, T = 63%, Gy =10*S, Vyp=2,5V

MOS technology devices

L
300

—a—-d=10nm
—e - d=100 nm
—4A—d=1um

S S
i

105
10

T T T T
10 102 107 100

| 101
to/T
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102

Critical incident surface power density for a bitflip decreases as the thickness of bulk substrate increases
due to a higher contribution of the induced photocurrent

400

Simulation of MN2’s photo-current (upper part) and MP2’s



|r|_|r|,| |ETR - Incident laser power density for a bitflip

Bitflip in FD SOI devices

UTBOX FinFET
(d <20 nm) L.=W=L,d=L

No contribution of the substrate current because of the burried oxide layer
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ﬂjrl_l |ETR - Incident laser power density for a bitflip

Bitflip in FDSOI MOS devices
Incident power density for picosecond laser (Alphanov): [1101° W cm™

107 —_ T = ——— 1017 e — .

106 KW =L =30 nm3Gy, = 107 8, = 10 om’” : 1ot FAW =L = 30nm/GM_1o S, a=10cm’ ;

15 One ﬁToton absorption process 105 One photon absorption process

& 1214 A=1064 nm, T = 44%, B, = 69644, V= 1V 7 &E‘ o A=1064 nm , T = 44%, B4 = 69644, V= 1V 1
e L 2
%’ 10" —=—d=1pm ; g 10'3 —&—d=1um i
= on ~® d=100 nm (FINFET)} = o Iy @ d=100nm (FINFET);
= 4 d=20nm (UTBOX) = . x"l A d=20nm (UTBOX) }
@ 10" a @ 10" ° £
S g v d=10nm (UTBOX) 5 1o — _&Jm..;_ﬁq_wm(ul&om E
o—H —————— —— —— L e :
o 10° 1 o 10° 1‘5\..\ .xh..l xfm 1
§ 108 Iy 4 Z 108 - £ egemn ]
7 [ E o 7 hw,, 3

E 10 ° \\xx _E "E 10 - '%
g 1 "a ® Soonn X Iltuy L g 10 1
2 1o o IR g 1
= " - O-ocosd 1 — 4 E
10 'h\'i 10 4

108 L — 1 103 1

102 Ll sl sl Ll T 102 T IR BT R BT |
10 107 102 107 10° 10° 10? 10 1073 102 10" 100 10! 10?

t/T T
Gy, (= 106 S) A
G,\,| (=102Y9)

Critical incident power density decreases with the decrease of the of the channel thickness (sensitive active layer)
In UTBOX configuration critical P, is higher while for FINFET configuration it is lower due to the higher volume of the active area of the transistor

No BITFLIP for UTBOX configuration at high values of G,, using nanosecond laser .
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IETR

Ibitﬂip (A)

se0s

1d(Vg) du transistor NMOS

N MOSFET
W =60nm, L=200nm

Vg (V)

10°

107

102

103

10

10

10

107

Gy =2,2x10*S, N, = 108 cm?3

-

e
-
3 -/'/ggﬁ/ |
|
] Y W=60nm,L= 21 nm, Vpp =1V
A =1064 nm, T = 63%, d = 200 nm
T T I
10° 10° 107 108
Popt (W cm?) P

10°

ot = 4x107 Wem2

Tension (V)

Comparison with TCAD simulation

Tensions de sortie en fonction de I'intensité
® Vin(v) @ Vout(V)

/\oo e s 8 8 8

1,25

100 e o o $ 3
0,75 I [ 2 \
0,50 \ ,
0,25 /
joe o ® o ¢ \ )4
] 3 & 8 8 S 2 & 383
- " w ~ (-} ~ - w @
Intensité (Wicm?)
— 6 2
Popt = 6x10° Wem
Our model

Inversion of the output

Theoretical results compatible with TCAD simulation
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Popt

Id (A

1d(Vg) du transk

e —

// P MOSFET
Ve W =60nm,L=280nm

stor PMOS

Ibitflip (A)

=15

Gy=1,2x10%S, N, = 108 cm?3

—4—Ng=10"5cm? e
3 18 /A/k ]
—~v—Ng;=10"cm _— ~
_ Ak q".’ _u
/x‘ e '..‘,/ v
] L =

v
] W =60 nm, [ =280 nm, Vpp =1V | ]
A =1064 nm| T = 63%, d =200 nm
]
10° 108 107 108
Popt (W cm™)

x107 Wem2
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ﬂﬂj |ETR - Electrical simulation of a bitflip Fault injection

Simulation of laser pulse by an IR LED

- :CMOS invertefs=

B.A[ GE<GT ¥
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ﬂﬂj |ETR - Electrical simulation of a bitflip

Fault injection
Simulation of laser pulse by an IR LED

; \ >
-l gl ol \ s o
. \ ..
. . ¥
. \ >

MOS inve
I

~ Faultinjection
A N

a0 D EDEr il @D B ERf) .00
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WIETR - conclusion

- The Theoretical model predicts an estimation of the incident power surface density of the laser required to create a bitflip in CMOS FD-SOI
electronic circuitry.

- This model is based on the physical effect of the laser interaction with the semiconductor material (silicon) including:
» the laser characteristics,
» the physical properties of the silicon,

» the geometrical and technological parameters.

- The model takes into account the amplification of the photocurrent induced by the parasitic bipolar transistor combined with the effects of
size reduction (length of the transistor channel).

- It highlights the volume effects making the devices more sensitive to fault injection by pulsed IR laser, particularly for conventional CMOS
technologies and FD-SOI technologies based on FINFETs.

- Physical and electrical model as complements with TCAD simulation studies of photocurrent generation in silicon simulating laser fault
injection on basic logic units (2-transistor CMOS inverters) in advanced silicon technologies

— Allow to anticipate experimental studies of the vulnerability of complex electronic systems (STM32 microcontrollers, FPGA, RISC-V).
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WIETR

Thank you for your attention
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ﬂ”_l |ETR - Theory of the transient photocurrent in MOSFET under laser illumination

-ForOStStp

-Fort2tp

PoptT

Ipsphoto = qA e .Bt(l - e_ad) (1 - e_t/T) LW + B,

qnodLW

Ipsphoto = qA

P,

T
P (1 - e=a)(e " — e~ + B,

qnodLW

To make sure that our theoretical model is applied correctly, contribution of the leakage current must be negligible.

Criteria:

IDSPhoto = 10 X ILeak

P,

hc10ng
pt = ATatp

Use of nano- or pico-second laser sources

10' 5 o EaBetts ama suate BRBIN BERE EBI

103 T-63%, A = 1064 nm

1012;

10" 5 —= Ny =10"5 cm?3
E A\ ]

100 4 e N.=10"cm?33
] o A 17 3]

109= q == +NC=1O cm &
E g gL E

108- .\ .'\\ ‘\

\-\ e AL
107 4 : =

3 e
106 ; \-\ \x\ ‘\ :

E \-\ e A
10° + S

E \-\ ~e
10* +

10" 10" 10" 1070 10°° 108 107 10°®

Laser pulse duration (s)

Incident power density (W cm™)

Minimum of the incident surface power density
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