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➤ Within-Die variations

➤ Die-to-Die variations
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Physical Attacks

X-Rays Laser Ion beamEM

Non-Invasive Semi-Invasive Invasive

Micro-probing

Temperature

Invasive attacks are more expensive and harder to carry out, but they are more effective.

Physical Attacks
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Laser irradiation on an integrated circuit can induce two significant effects.

Laser Effects
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Laser Effects on Integrated Circuits

Photoelectric effect Localized Heating
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Implementing ROs on an FPGA is challenging, especially for PUFs, where frequency differences
must stem from variability, not design.

LUT

Automation of RO Placement on FPGA
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FPGA structure

LUT LUT

FPGA RO
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Implementing ROs on an FPGA is challenging, especially for PUFs, where frequency differences
must stem from variability, not design.

LUT

Automation of RO Placement on FPGA
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Generation Tool

XDC file
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Implementation
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Bitstream
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FPGA structure

LUT LUT

ROs with identical design and routing

FPGA RO
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Microscope
objective

Spot size
Transmission

coefficient

x 100 1 µm ~26%

x 20 5 µm ~57%

x 5 20 µm ~67%

Backside of the chip
with thinned silicon

Laser Setup

Laser setupLaser power ranging from 0.6 to 3 W. Front side of the chip
with the metal layer
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The laser wavelength is 1064 nm (photon energy = 1.17 eV). Both photocurrent and heating
effects will occur.

Laser facility provided by the MSE Lab in Gardanne.
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Target’s Specifications
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Laser setup Xilinx Artix-7 Nexys Video board
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RO1
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➤ Laser duration: 10 µs➤ Laser spot: 20 µm

Effect of the Laser on RO Frequencies
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➤ Laser power: 1 W
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➤ Laser duration: 10 µs➤ Laser spot: 20 µm

Effect of the Laser on RO Frequencies

18

➤ Laser power: 1 W

JAIF 2025



RO1
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monitoring

FPGA floorplan

Frequency per
laser shot

The frequency decreases of the
ROs follow the same pattern.

➤ Laser duration: 10 µs➤ Laser spot: 20 µm

Effect of the Laser on RO Frequencies
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➤ Laser power: 1 W
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V  Drop and Thermal EffectsDD
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➤ We subtract the heatmaps to isolate the laser-induced thermal effect.
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V  Drop and Thermal EffectsDD

21

➤ We subtract the heatmaps to isolate the laser-induced thermal effect.

➤ Laser on RO1 → RO1–RO2 difference positive

➤ Laser on RO2 → RO1–RO2 difference negative
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➤ RO frequency vs V  & temperatureDD

Under-supplied RO → frequency rises
with temperature.

V  Drop and Thermal EffectsDD
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➤ We subtract the heatmaps to isolate the laser-induced thermal effect.

➤ Laser on RO1 → RO1–RO2 difference positive

➤ Laser on RO2 → RO1–RO2 difference negative
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Conclusion
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The laser strongly impacts the frequency of the ROs

IR drop equally reduces ROs frequencies in the same clock region

Temperature locally impacts the frequencies of the ROs

IR drop and temperature may enable PUF response control
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