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Introduction to OpenTitan®
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The OpenTitan® partnership develops, verifies and 
maintains an ecosystem of high quality - open 
source - chip designs and security IP
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World's First Commercial-Grade Open Source RoT
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OpenTitan® — Earl Grey & Darjeeling
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Secure IP Development Cycle
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Threat Model
● Attacker with physical access to the chip
● Physical attacks are in scope

○ Fault Injection (FI)
○ Side-Channel Analysis (SCA)

● Design IP with this threat model in mind
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Secure IP Development Cycle
4. FPGA Analysis

3. Formal Verification
2. Simulation

1. Secure Hardware Development

Pre-Silicon

OpenTitanʼs Security 
Testing Framework
Next slides!

7



Copyright © 2025 lowRISC CIC. All rights reserved.

Post-Silicon Analysis
● Final step
● Covers real-world setting

○ With analog countermeasures, e.g., clock jitter
○ Whole chip instead of isolated IP
○ More noise

● Learnings influence software guidance & future
chip generations

● OpenTitanʼs Security Testing Framework
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OpenTitan’s Security Testing 
Framework
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Security Testing Framework
● Key component in secure IP development

○ Pre-silicon: FPGA
○ Post-silicon: Chip

● Collaborative platform for internal and
external partners
○ OpenTitan developers
○ External labs
○ Certification body

● Open-source
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Security Testing Framework
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Security Testing Framework
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Security Testing Framework
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Security Testing Framework
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Security Testing Framework
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Security Testing Framework
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OT-SCA Host Framework
● Coordinates SCA and FI evaluations

○ Configures equipment and target
○ Collects evaluation results

● Features:
○ Evaluation database
○ Fault parameter sweep
○ Batch mode for high SCA capture rates
○ Result visualization
○ Trace alignment
○ Analysis scripts (TVLA, …)
○ …

● Communication API is standalone to allow
 integration into its own framework
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Pentest Device Framework
● Comprehensive SCA and FI evaluation framework
● >230 tests exercise the entirety of OpenTitan

Characterization 
Tests:

CryptoLib Tests:
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Pentest Code Structure
Receive test config from 
ot-sca

Test preparation

Trigger window

Test evaluation

Send evaluation result to 
ot-sca
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Supported Testing Equipment
● FI

○ Voltage glitching: CW Husky Crowbar
○ EMFI: ChipShouter + ChipShover XYZ table

● SCA
○ ChipWhisperer Husky scope
○ Scopes with VX11 support (tested with LeCroy oscilloscopes)

● Easy to add new equipment by using driver classes
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Testing the Pentesting Framework
● It needs to work

○ Contributions by different organizations
○ Framework used by different internal and external OpenTitan partners

● Compare pentesting results to test vectors on silicon and FPGA
● Integrated into Continuous Integration (CI) pipeline of the OpenTitan repository
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Getting Started
● Manual available

○ github.com/lowRISC/ot-sca

● Required Hardware
○ NewAE ChipWhisperer CW310 + Husky
○ NewAE testing equipment
○ Or own attack gear
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Call for Action
● Look into OpenTitan
● Start pentesting it
● Please follow the CVD process:

○ opentitan.org/cvd-policy

● More questions?
info@lowrisc.org
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Thank you!
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