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Journées thématiques sur les attaques par injection de fautes

2016 : Workshop Projet ASTRID SERTIF / Grenoble (J. Clediére,
M-L Potet, T-H. Le)

2018 : Jussieu (K. Heydemann)
2019 : Grenoble (D. Courrousé)
2020 : ENS, Grenoble, distanciel
2021 : ENS/Paris (G. Bouffard))
2022 : Valence (V. Beroulle)
2023 : Gardennes (J(M. Dutertre)
2024 : Rennes (R. Lashermes)
2025 : Grenoble (D. Couroussé)

2016 sur invitation (exposés, participants), 2018 (ouvert), 2020
appel a sponsoring, 2021 appel a soumission
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SERTIF : les challenges

= Simulation pour I'Evaluation de la RobusTesse des applications
embarquées contre |'Injection de Fautes.

Identification Exploitation |
< one hour 0 0 Range of values* | TOE resistant to attackers with attack potential of:
< one day 1 3 No rafing
< one week 2 4 16-20 Basic
< one month 3 6 21-24 Enhanced-Basic
> one month 5 8 25-30 Moderate
Not practical * * 31 and above High
(see below) Table 13: Rating of vulnerabilites and TOE resistance

Table 1: Rating for Elapsed Time

Challenges méthodologiques : améliorer/automatiser les processus
d'évaluation, combiner analyse de code en boite blanche et attaques
physiques en boite noire en prenant en compte le multi-faute

Challenges scientifiques : formalisation générique de modéle de
faute prenant en compte les caractéristiques du composant, savoir
formaliser le lien entre contre-mesures et attaques; entre
contre-mesures et biens a protéger

FISSC © a fault injection secure collection [SAFECOMP 2016]
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Top-down or Bottom-up ?

aluation C

untermeasur!

= We have to consider complementarity between source level,
compilation process, binary level and physical attacks

m At the source level we track weaknesses
relatively to application attack scenarios /at
the binary level we track weaknesses relatively
to attack technics

> not necessarly the same fault

models/countermeasures

m Auditor must understand the code and
identify potential exploitable
paths/developper must harden this code

w.r.t. assets to be protected

»> code and particularly countermeasures
must be understood from source to
binary levels including the compilation
process

1

Software
Layer

Hardware
Layer

p-Architecture
Level

Circuit
Level

Physical
Level

Fault Attack Desigh
Fault Model

Fault Exploitation Method
Fault Infection Method

Application, OS, Firmware

1 intven(s ) P Fau\w\ o Fault
ek SP cont jow| & Fau

2 if(s=p) Control low| ¢\ itation

3

andfor
dse G fPuariow
4 r=0
5 retumr N\ Pr 5-Fault
) ¢ | Observation

4 Py 4-Fault Propagation
Instructions

Instruction Set Architecture (ISA) Layer ——

Decode Exequte

Datapath
" § 1T 1
2 Status Regs
| [_memo:

Boot RO

A FaultyBits | 3-Fault Manifestation

Logic Gates Memory Cells Flip Flops

0 FeHes

 Electrical 2 Fault Injection
Transients

Timing Power EM He:

JU 4 3

e Light

borrowed from Bilgiday Yuce

and compilation pro

7/20



aluation Countermeasures and compilation proc

Top-down or Bottom-up ?

= We have to consider complementarity between source level,
compilation process, binary level and physical attacks

m At the source level we track weaknesses
relatively to application attack scenarios /at

the binary level we track weaknesses relatively source code potentially

to attack technics with countermeastures
Attack scenarios
> not necessarly the same fault /

(o

models/countermeasures i
Aftacker mode! Counts
“ ountermeasures

m Auditor must understand the code and ‘

identify potential exploitable ‘ !

paths/developper must harden this code

w.r.t. assets to be protected

»> code and particularly countermeasures countermeasures/protection

must be understood from source to
binary levels including the compilation

process
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Multi-Faults

There exists metrics for robustness evaluation

Build robust applications is a try-and-retry process

Countermeasures can be added in a systematic way

Evaluation becomes a very combinatorial process

Comparing or evaluating robustness is a new problem

m Countermeasures can be also attacked and must be added
judiciously

= Build/Analyze robust applications becomes a very challenging

problem
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JAIFs Auditor/Developer point of views Countermeasures and compilation proc
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Countermeasures analyses

m Choose or build the most appropriate countermeasures
> security/performance trade-offs
m Ensure that countermeasures are preserved by compilers
» Combining countermeasures and fine-grained optimizations

= how to help developers as well as auditors : determining generic
countermeasures properties.

m detect redundant countermeasure application [FDTC 2020]

m Classify countermeasure properties w.r.t. fault models
(robustness level) [FDTC 2023], [CPP 2025]

m Adapted placements w.r.t. hot spots identification [FDTC
2023]
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Countermeasure analyses methodology

m hardening consists in replacing a sensitive element (SS) by a
protected element (PS)

m detecting countermeasures : a dangerous attack triggers a
blocking behavior (duplication test and loading, adding
counter, shadow stack . ..)

Expected properties :

m Correctness : SS can be safely replaced by PS (refinement)

m Robustness : PS protects against the fault model for which SS
is sensitive (PS behaves as SS or stops the execution)

Extension for multi-fault :

m Robustness level :PS protects against a set of fault models up

to the order n (PS behaves as SS or stops the execution)

= can be established by proof (CompCert, S-monad) (correctness and 1-robustness)

or by symbolic execution or combinatory exploration (Lazart, Celtic, ...).
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Security theorem [CPP25] M3

We say that a program G is secure against a single-fault attack with fault F if :

if initial-state G So
and Gk So 5* S5
and t=t +[Fault F] and nofault t;

then Gk S} S* Caught
or 35,1t nofaultt and Gk S} f2 % S,s1 and GF S Stttz % Sni1
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Analysis in isolation of LM schemes

Unprotected IP

LAzART

Load duplication (LM5)

bb_target:
t1

@ S ‘ Isolation analysis with Data Load and Branch
o B A Inversion fault models

_ %c = icmp ne %target %clone
(TP | o4br %c bb_LM_cm bb,_LM_tail
N2

m Input : the value stored in %var memory cell

bb_LM_cm: bb_LM_tail:
o ety stmtz m Output : the value loaded in %target
Load tripling (LM,)
m Nominal behavior : %target stores %var’s value
bb_target:

N | simit

(1P1)}>  o%target = load %var -

- %clone = load %var <P 1B|

_ %c = icmp ne %target %clone
(TP | 9%br %c bb_LM_cm bb_LM_tail

[ S —

Robustness levels of countermeasure schemes with limit=4

Fault model
bb_LM_cm: bb_LM_d1: Countermeasure Test inv. Load modif. Comb
call detect(): 9%clone2 = Ioad %var p . -
. /i | c2 = icmp ne setarget %cione2 .« Test duplication 1 2 4 0 1 2
(no-return) ( ) | %br %c2 bb_LM_cm2 bb_LM tail ./ - -
a2/ = i F Load duplication 4 0 1 1 1 2
Load triplication 4 0 2 1 2 4
bb_LM_cm2:

bb_LM_tail:
call detect()

(no-return)
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Placement of software countermeasures [FDTC 23]

= help to place countermeasures against multi-fault attacks.

Isolation analysis of protection schemes. Compute robustness
level : How many faults at least are required to produce an
invalid behavior (not detected) ?

2. Placement algorithms. Select the protection to apply to
each IP in the program, using a representative set of attacks
on the program wrt to a set of fault models M.

Table — Principle of each placement algorithms

Algorithm | Description |

naive All IPs in P are protected with v > N

atk All IPs in attacks are protected with v/ > N

min All IPs in minimal attacks are protected with v/ > N

block At least one IP per minimal attacks is protected with vi > N
Protection is distributed between the IPs in minimal

opt attacks, to get rid of attacks in less than N + 1 faults.
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State of the Art

X Temporary solutions : O0, programming
tricks, optimization deactivation ...

void burn( void ‘v, size t n )

<& Vu Son Tuan (21) : "preserving

volatile unsigned char *p = ( volatile unsigned char * )v;
while( n-- ) *p++ = 0;

properties throughout the optimizing 3

compilation flow"

Experimental result with CompCert (CPP 25)

No CM, 00 CM, 00 CM, 01 CM++-cpy, 01
Prog. | #IP 1F 2F | #IP 1F 2F | #IP 1F 2F | #IP 1F 2F
vp 4 3 3 16 0 5 15 1 4 16 0 5
ark 1 1 0 4 0 2 3 1 ] 4 0 2
aes 2 2 3 8 0 4 8 0 4 8 0 4
fu 11 4 13 41 0 5 23 3 1 34 0 3

m 01 is with optimization ; there are no higher optimization levels in CompCert

m cpy implements an opaque copy directive strengthened countermeasures against
optimizations
__builtin_copy_##type((val, --LINE--) : identity where two copies of
the same value are differenciated.
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The future

m Combining countermeasures and fault models
» Combinatory and Compositionality
m Preserving countermeasures without adaptating optimizations

> resistance of optimizations against attacks
> define semantic properties attached to countermeasures (?)

Sem_IP Sem_IP_Brc
src 0>n src n>n protected "2>" optimised "2" optimised "2>" trg
without IP protect optim defensive remove_IP

defensive ~ contre-mesure propagation suppression P

+ insertion IP de constantes

Raffinement : src">" trg
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HDR durant JAIFs (- :

Jessy Clédiere (2013)

Jean-Max Dutertre (2017)

Karine Heydemann (2017)
Jean-Baptiste Rigaud (novembre 21)
Damien Couroussé (aout 24)

Paolo Maistri (novembre 24)

Ronan Lashermes (mai 25)
Guillaume Bouffard (septembre 2025)

et de trés nombreuses théses (soutenues/en cours) sur de nombreux
sujets !
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