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Attack vs analysis

310/2/2026

Physical device

Injection method
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Misbehavior 
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Fault attacks
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Missed

vulnerabilities

Research problem

Mismatches between physical 

faults and their models can 

lead to missed vulnerabilities

Research objective

Find more accurate faults 

models

Attacks

Extractions

Instrumentation

Formal methods,

Simulations
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Characterization tests

a. Run a characterization program on the 

target

b. Randomly inject faults

c. Observe the register file output

CRASH

NO FAULT MANIFESTATION

FAULT MANIFESTATION

d. Infer a fault model associated to each fault 

manifestation with educated guess

Problem: several faults models can lead to the same fault manifestation

Extracted from [khuat, 2021]

Objective: Find representative faults models (fault effect, 

fault location, fault time)

410/2/2026
[khuat, 2021] - Vanthanh Khuat, Jean-Luc Danger, Jean-Max Dutertre. Laser Fault Injection in a 32-bit Microcontroller: from 

the Flash Interface to the Execution Pipeline. 2021 Workshop on Fault Detection and Tolerance in Cryptography (FDTC)
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Characterization tests

Extracted from [khuat, 2021]
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Why?

- Current approaches programs are handwritten 

 → small set of programs to characterize a full CPU

[khuat, 2021] - Vanthanh Khuat, Jean-Luc Danger, Jean-Max Dutertre. Laser Fault Injection in a 32-bit Microcontroller: from 

the Flash Interface to the Execution Pipeline. 2021 Workshop on Fault Detection and Tolerance in Cryptography (FDTC)

If fault effect equivalent to skip of i6

(r2 not updated):

=> 24 models candidates can explain 

the fault manifestation (RISC-V 

equivalent program on CV32E40P)
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Astuce :Pour fermer les guillemets de fin de citation ajoutez 2 apostrophes à la fin de votre texte (touche [4] du clavier)
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How could we automate 
characterization programs 
creation and evaluate 
their discrimination?’’ 
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Proposal: Program synthesis using 
model checking

Objective

For a fault injected in a 

chosen RTL signal(s)

𝑟𝑓 𝑓𝑎𝑢𝑙𝑡 ≠ 𝑟𝑓 𝑔𝑜𝑙𝑑𝑒𝑛

Method

Model checking

Difficulté : montrer une faute 

« fine » avec un programme 

Program

lw x9, -0x401(x12)

beq x1, x9, 0x14

jalr x5,x1, 0x25

Synthesis

engineBit-flip on 
forwarding signals

Manifestation

x5 : 0x134 → 0x0

cv32e40p.v
(cpu RTL model)

Bit-flip = fault changing a signal from 0 to 1 or 1 to 0, 

commonly observed with laser fault injection
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Proposal: Program synthesis using 
model checking

Objective

For a fault injected in a 

chosen RTL signal(s)

𝑟𝑓 𝑓𝑎𝑢𝑙𝑡 ≠ 𝑟𝑓 𝑔𝑜𝑙𝑑𝑒𝑛

Method

Model checking

Difficulté : montrer une faute 

« fine » avec un programme 

Program

mul x12, x30, x25

Jalr x6, x23, 0x130

mulh x11, x28, x13

Synthesis

engineBit-flip on 
multiplier

Manifestation

x12 : 0xef87dfd8
 → 0x1077dfd8

cv32e40p.v
(cpu RTL model)



Disposition : Titre de section light

10/2/2026 9

Methodology
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Methodology: RTL Modeling

cpu.v

Bit-flip on 
multiplier

Evaluator can 
observe the 

register file
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Methodology: Synthesis

state space exploration

Time and signals

Synthetized instructions

Fault manifestation

cpu.v

Bit-flip on 
multiplier

Evaluator can 
observe the 

register file
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Methodology

Discrimination 

Analysis

Validation

compute how many models leads to the 

same manifestation
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Discrimination analysis

➔ Objective: Ideally DR = 1

Discrimination: ability of a test to explain faults relying on their manifestation

Discrimination Rate (DR): number of fault models leading to a fault manifestation

DR=3

DR=1
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Validation
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Validation: experimental setup

CV32E40P Ibex

Size (Yosys internal cells) 2498 1749

Architecture RISC-V 32bits IMC RISC-V 32bits IMC

Stages # 4 3

Experimental parameters

Fault effect Bit flip

Fault location Each control signals (size =< 2)

Program length 3 instructions

Methodology Iterate synthesis over all signals in the scope

→ Each signal has its characterization test
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Validation: global figures
Results

CV32E40P Ibex

Coverage 76% 64%

Median synthesis time 20mins50s 10mins42s

# of synthetized programs 1213 1135

Full analysis time 4.8 days 1.6 days
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Validation: Program Discrimination

Number of signals revealed by its characterization test (smaller is better)

CV32E40P

Ibex

Perfectly discriminant tests (DR=1)

CV32E40P: 29 tests

Ibex: 7 tests

Other tests

 Enumeration of signals → Great asset for evaluators

Median discrimination: 

▪ CV32E40P: 6 signals

▪ Ibex: 7 signals

For more than 75% → DR < 24

#
 o

f 
te

s
ts

#
 o

f 
te

s
ts

Tests DR

Tests DR
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Validation: Discussion

Try to synthetize programs with differents instruction numbers : 

minimal impact over coverage and discrimination but big impact on synthesis time 

Synthesis for larger signals (size ∈ [1:32])

On CV32E40P : Coverage 64% / Analysis time 2.2 days  
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Discrimination 

analysis

Validation
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Conclusion

Contributions summary:

→ An automated fault characterization program synthesis methodology

→ A discrimination analysis for characterization program

→ An evaluation over two open source test cases

Next steps:

→ Silicon characterization test

→ Time optimization: strategies to reduce synthesis time

→ Perform discrimination at synthesis time

Silicon 

characterization

Optimize model

Perform 

discrimination
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Thank you
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Signal proportion per size
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Coverage over larger signals
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The discrimination problem

➔ Objective: Ideally DR = 1

Discrimination: ability of a test to locate faults relying on their manifestation

Discrimination Rate (DR): number of faults leading to a fault manifestation

DR=3

DR=1
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Impact of instruction length
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