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Current State
Quantum threat: Quantum Computers could be a reality from 10 to 30 years, or never...

Symmetric-key
Cryptography

AES SHA3

Public-key
Cryptography

RSA ECC
Vulnerable to Grover quantum
algorithm with enough qubits
=⇒ double keys/hashes

Vulnerable to Shor’s quantum
algorithm with enough qubits
=⇒ no mitigation possible
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So . . . what do we do?

First
Round

Second
Round

Third
Round

Additional Round for KEMs
and DSA

69 candidates 26 candidates 7 candidates

The winners :
ML-KEM (Kyber)

/ HQC-KEM (HQC)

ML-DSA (Dilithium) / SLH-DSA (SPHINCS+) / FN-DSA (Falcon)

2017 2018 2019 2020 2021 2022 2023 2024 2025

• But why choose to only present ML-DSA and ML-KEM?
For relevance to embedded systems:

Algorithms ML-DSA-87 SLH-DSA FN-DSA

pk (bytes) 2 592 64 1 793

sig (bytes) 4 627 49 856 1 280

secure implem medium hard hard

stack usage 113 200 2 206 200 82 532
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Fault Attacks (FA)

user

• Instead of observing. . .

. . . the attacker is active

attacker

: clock/voltage glitch

: EM/laser

input
data

output
data

Instruction Flow

Data

• Instructions skip
• Tests inversion

• Zeroization of values
• Randomization of values
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ML-DSA
aka Dilithium
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Digital Signatures
• Reproduce the characteristics of a handwritten signature:

Link a document to its author
Guarantee the integrity of the document
Make the signature forgery-proof

Signer Verifier

pk

sk sk

msg

msg msg

✓/✗

• Goals:
Only the signer with their private key sk can generate a signature for a msg

Anyone with the public key pk can verify the authenticity of the signature of a msg
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ML-DSA
• Digital Signature Algorithm based on M-LWE and M-SIS problems

(no classical or quantum algorithms known to solve these problems efficiently)

• Ring Rq = Zq[X]/(Xn + 1) with n = 256 = 28 et q = 8 380 417 = 223 − 213 + 1

Version ML-DSA-44 (SHA-256 ) ML-DSA-65 (AES-192 ) ML-DSA-87 (AES-256 )

η 2 4 2

(k, ℓ) (4, 4) (6, 5) (8, 7)

γ1 217 219 219

γ2
q−1
88

q−1
32

q−1
32

β = η × τ 2× 39 = 78 4× 49 = 196 2× 60 = 120

• PQC DSA recommended by NIST for most use cases:
Easy scalable security: modify k and ℓ

Size of pk + size of sign reduced: to optimize bandwidth
Constant time and "hedged" version: security against SCA and FA
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ML-DSA Remarks
Reference implementations may differ from the official specification . . . but expected

• Alternative implementation from the FIPS and the reference paper (for performances)
• Implementation by polynomial instead of vector (for performances)
• Change in polynomial multiplication used (for performances)

t0 is not private and can be recovered with reasonable amount of signatures [1]
• Between 200 000 and 500 000 signatures depending on the version

ML-DSA Sizes:

Private Key Public Key Signature Size

ML-DSA-44 2 560 1 312 2 420

ML-DSA-65 4 032 1 952 3 309

ML-DSA-87 4 896 2 592 4 627

[1] P. Azevedo-Oliveira, A. Calle Viera, B. Cogliati, L. Goubin,
Uncompressing Dilithium’s public key, CRYPTO25
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KeyGen:

1 A ←− Rk×ℓ
q

2 (s1, s2) ←− Sℓ
η × Sk

η

3 t = A s1 + s2 ∈ Rk
q

4 t1, t0 = Decompose(t)

5 return pk = (A, t1), sk = (A, s1, s2, t0)
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⎛⎜⎜⎜⎝
(A)0,0 · · · (A)0,ℓ−1
(A)1,0 · · · (A)1,ℓ−1

...
. . .

...
(A)k−1,0 · · · (A)k−1,ℓ−1

⎞⎟⎟⎟⎠
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[0, q[

⎛⎜⎝ (s2)0
...

(s2)k−1

⎞⎟⎠

t = t1 213 + t0

• The matrix A is stored as a public seed to reduce storage requirements
• The coefficients of s1/s2 are small (η = 2 or 4)
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Sign(msg,sk= (A, s1, s2, t0)):

1 (z, h) = ⊥
2 while (z, h) = ⊥ do

3 y ←− S̃ℓ
γ1

4 w = A y
5 w1, w0 = Decompose(w)

6 c ∈ Bτ = H(pk ||msg ||w1)

7 z = y + c s1

9 if ||z||∞ ≥ γ1 − β or ||w0 − c s2||∞ ≥ γ2 − β, then (z, h) = ⊥
10 else,
11 h = MakeHint(w1, w0 − c s2 + c t0)

12 if ∥c t0∥∞ ≥ γ2 or ∥h∥1 > ω, then (z, h) = ⊥
13 return σ = (c, z, h)
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Verify(pk= (A, t1), msg, σ= (c, z, h)):

1 w′
1 = UseHint(h, A z − c t1213)

2 if ||z||∞ < γ1 − β and c = H(pk ||msg ||w′
1) and ∥h∥1 ≤ ω

3 return True
4 else
5 return False

A z − c t1213= A
z⏟ ⏞⏞ ⏟

(y + c s1)−c

t1213⏟ ⏞⏞ ⏟
(A s1 + s2 − t0)

= A y⏞⏟⏟⏞− c s2 + c t0

= w − c s2 + c t0

Lemme 1.1 [2] =⇒ UseHint(h, w − c s2 + c t0) = HighBits(w −
≤β⏟⏞⏞⏟
c s2 )

Lemme 2 [2] =⇒ HighBits(w − c s2) = HighBits(w)⏞ ⏟⏟ ⏞
= w1

[2] S. Bai, L. Ducas, E. Kiltz, T. Lepoint, V. Lyubashevsky, P. Schwabe, G. Seiler, D. Stehlé,
CRYSTALS - Dilithium: Digital Signatures from Module Lattices
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ML-DSA FA summary (until april 2025)
Attack Value targeted References

DFA c Bruinderink and Pessl, 2018; Wang et al., 2024

Nonce reuse s1 and s2 Ravi, Roy, et al., 2019

Skip Addition As1 + s2 Bindel et al., 2016

y + cs1 Bindel et al., 2016; Krahmer et al., 2024; Ravi, Jhanwar, et al., 2019

Skipping equality check c == c′

Loop abort Fault y Espitau et al., n.d.; Ulitzsch et al., 2023

NTT conversion c, y Ravi et al., 2023

Fault on public value A Krahmer et al., 2024

Subtraction Az − ct12d Bauer and De Santis, 2023; Calle Viera et al., 2024

Sampling c Calle Viera et al., 2024

Exponentiation t12d Calle Viera et al., 2024

Signature correction s1 Islam et al., 2022

KECCAK ρ, ρ′′, c̃ Jendral, 2024; Wang et al., 2024

Sampling s1, s2, y Wang et al., 2024

Check norm z, w0 Azevedo-Oliveira et al., 2025
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Sign(msg,sk= (A, s1, s2, t0)):
1 (z, h) = ⊥
2 while (z, h) = ⊥ do

3 y ←− S̃l
γ1

4 w = A y
5 w1, w0 = Decompose(w)

6 c ∈ Bτ = H(pk ||msg ||w1)

7 z = y + c s1

8 r0 = w0 − c s2

9 if ||z||∞ ≥ γ1 − β or ||r0||∞ ≥ γ2 − β, then (z, h) = ⊥
10 else,
11 h = MakeHint(w1, r0 + c t0)

12 if ∥c t0∥∞ ≥ γ2 or ∥h∥1 > ω, then (z, h) = ⊥
13 return σ = (c, z, h)

• Necessary for security as stated in [1]

• How hard is it to exploit such signatures?

[2] S. Bai, L. Ducas, E. Kiltz, T. Lepoint, V. Lyubashevsky, P. Schwabe, G. Seiler, D. Stehlé,
CRYSTALS - Dilithium: Digital Signatures from Module Lattices
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Sign(msg,sk= (A, s1, s2, t0)):
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γ1

4 w = A y
5 w1, w0 = Decompose(w)
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10 else,
11 h = MakeHint(w1, r0 + c t0)

12 if ∥c t0∥∞ ≥ γ2 or ∥h∥1 > ω, then (z, h) = ⊥
13 return σ = (c, z, h)

168 polyveck_sub(&r0, &w0, &cs2);
169 polyveck_reduce(&r0);
170 if(polyveck_chknorm(&r0, GAMMA2 - BETA))
171 goto rej;

1df6 mov r1, fp ;fp = GAMMA2 - BETA
1df8 adds r0, #104
1dfa bl 23b4 ;call to polyveck_chknorm
1dfe cmp r0, #0 ;polyveck_chknorm out
1e00 bne.w 1cc0 ;if not 0 go to rej

Cortex M4 : -Os

Only one instruction to fault

• Validated on ChipWhisperer: clock glitch
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Resolution
• For every polynomial i ∈ [0, k − 1] we solve the linear programming problem:

maximize 0
under constraints C+

i (s2)i ≥ b+i
C−

i (s2)i ≤ b−i
(s2)i ∈ [−η, η]256

• If we have enough inequalities, then there is a real solution

• For every solution i ∈ [0, k − 1], we round the 256 coefficients to the nearest integer

• And it should correspond to the true solution

• As we know t0 (by hypothesis) and s2 (that we just get) then:

s1 = (tA A)−1 tA (t1 213 + (t0 − s2)) (1)
• And with s1 we can forge signatures [3]

[3] L. Groot Bruinderink, P. Pessl,
Differential Fault Attacks on Deterministic Lattice Signatures
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ML-DSA Sign FA: summary

• As the faulted signatures (without the ∥r0∥∞ condition) are always verified

Remark

No way to detect signatures produced without the verification on ∥r0∥∞
• Except to do the attack and build the inequalities . . .

• Practical evaluation on a ChipWhisperer with a clock glitch

• Between 1 500 000 and 4 000 000 signatures to get enough inequalities to recover s2 [8]

[8] P. Azevedo Oliveira, A. Calle Viera, B. Cogliati, L. Goubin,
Finding a polytope: A practical fault attack against dilithium
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How to make accept a false signature?

Goal: Make accept false signatures by Verify with faults injected

Why: Access confidential data/Install arbitray software

Verification checks are the most sensitive and usually hardened: 3 checks ≈ 3 faults

Other sensitive locations requiring possibly less faults to inject?

1 Choose random z such that ||z||∞ < γ1 − β

2 Assure that ct12d doesn’t affect the high bits of Az

3 Compute h with # 1’s in h ≤ ω accordingly

1 ||z||∞ < γ1 − β

2 c = H(pk ||M ||w′
1)2 HighBits(Az− ct12d) = HighBits(Az)

3 # 1’s in h ≤ ω
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Verification checks are the most sensitive and usually hardened: 3 checks ≈ 3 faults

Other sensitive locations requiring possibly less faults to inject?

1 Choose random z such that ||z||∞ < γ1 − β

2 Assure that ct12d doesn’t affect the high bits of Az

3 Compute h with # 1’s in h ≤ ω accordingly

1 ||z||∞ < γ1 − β

2 c = H(pk ||M ||w′
1)

2 HighBits(Az− ct12d) = HighBits(Az)

3 # 1’s in h ≤ ω
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Where to target?

1 w′1 = UseHint(h, A z − c t12d)

Sampling of c [4, 5]

NTT transform [6]

Shift by d [4, 5]

Subtraction [4, 5, 7]

[4] A. Berzati, A. Calle Viera, K. Heydemann, FIA sensitivity of public parameters in the Dilithium verification CARDIS 23

[5] F. Garipay, Bypassing PQC Signature Verification with Fault Injection: Dilithium, XMSS, SPHINCS+ BlackHat 25

[6] P. Ravi, B. Yang, S. Bhasin et al, Fiddling the twiddle constants - fault injection analysis of the NTT CHES 23

[7] S. Bauer, F. De Santis, Forging Dilithium and Falcon signatures by single fault injection FDTC 23
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ML-KEM
aka Kyber
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But what is a KEM?
• Goal: Securely share a symmetric key over an insecure channel

PKE:

KeyGen

Encrypt

Decrypt

sk

pk

c

m

m

• Allows to encrypt any message
• Typically secure against Chosen

Plaintext Attacks
• Can be transformed into more secured

KEM

KEM:

KeyGen

Encapsulate

Decapsulate

sk

pk

c

k

k

• ≈ Diffie-Hellman (but with only one pk/sk )

• Typically secure against Chosen
Ciphertext Attacks

• Can be transformed into a CCA secure
PKE
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ML-KEM
• CPA-secure PKE scheme, hardness based on M-LWE

• Three security levels: ML-KEM-512 (AES-128 ), ML-KEM-768 (AES-192 ), ML-KEM-1024
(AES-256 )

• Not approved to use as a stand-alone by NIST

• Using Fujisaki-Okamoto transform we get a CCA-secure KEM

• Approved by NIST under the name ML-KEM512, ML-KEM768, and ML-KEM1024 [1]

• Quotient Ring Zq[x]/(xn + 1) where n = 28 = 256 and q = 13× 28 + 1 = 3329
Offers more “ bandwith”, as we can encrypt n = 256 bits at a time
Easy “scalability” in security (only increase k)
Noise sampled from a centered Binomial distribution ({2, 3}, limits the error growth)
Polynomial multiplication with non-fully splitting NTT (for performance)
Ciphertext Compression (for performance)
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KeyGen(d):

ρ SampleA A

d H × + t

σ SampleCBD s

e

pk = (t, ρ)
sk = (s)
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Encrypt(m, pk= (t, ρ), r):

ρ SampleA A × + u

e1

r SampleCBD y r SampleCBD

e2

t × + + v

1001 Encodemc = (u, v)
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Encrypt(m, pk= (t, ρ), r):

ρ SampleA A × + u

e1

r SampleCBD y r SampleCBD

e2

t × + + v

1001 Encode

⌈
q
2
⌋.X0 + 0.X1 + 0.X2 + ⌈

q
2
⌋X3

c = (u, v)
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Decrypt(c= (u, v), sk= (s)):

s

u ×

v − Decode 1001m

0

1

0

832

1664

−832
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Decrypt(c= (u, v), sk= (s)):

s

u ×

v − Decode 1001

1329.X0 − 4.X1 + 420.X2 − 987.X3

0

1

0

832

1664

−832

01 october 2026 ML-DSA, ML-KEM: FA
25 / 28



Decrypt(c= (u, v), sk= (s)):

s

u ×

v − Decode 1001

1329.X0 − 4.X1 + 420.X2 − 987.X3

0

1

0

832

1664

−832

01 october 2026 ML-DSA, ML-KEM: FA
25 / 28



Decrypt(c= (u, v), sk= (s)):

s

u ×

v − Decode 1001

1329.X0−4.X1 + 420.X2 − 987.X3

0

1

0

832

1664

−832

01 october 2026 ML-DSA, ML-KEM: FA
25 / 28



Decrypt(c= (u, v), sk= (s)):

s

u ×

v − Decode 1001

1329.X0 − 4.X1+420.X2 − 987.X3

0

1

0

832

1664

−832

01 october 2026 ML-DSA, ML-KEM: FA
25 / 28



Decrypt(c= (u, v), sk= (s)):

s

u ×

v − Decode 1001

1329.X0 − 4.X1 + 420.X2−987.X3

0

1
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Decaps(dk = (s, ek, H(ek), z), c = (u, v)):
Verify the correct decryption by re-encrypting the message and comparing ciphertexts

z J K̄

c

s Decrypt H(ek)

m′ H K′ ==

ek Encrypt r

c′

But FA can break black box security
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ML-KEM FA summary (until april 2025)

Attack Value targeted References

Skipping addition As + e, tt y + e2 + m Bindel et al., 2016; Krahmer et al., 2024; Ravi, Jhanwar, et al., 2019

NTT conversion s, c, y Ravi et al., 2023

Nonce reuse s and e, y and e1 Ravi, Roy, et al., 2019

Skipping ciphertext comparison c == c′ Xagawa et al., 2021

Decryption failure attack m′ decoding Pessl and Prokop, 2021

Fault correction attack m′ Delvaux, 2022; Hermelink et al., 2021
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Conclusion
• State of the art:

A lot of attack paths on both ML-KEM, ML-DSA, and in common
Not a lot of papers about countermeasures
Hard to secure against all of them, or rather easy . . . mask everything :)

•What’s left to do:
New attack vectors?
Improvements on previous attacks?
New attacks against hardened/secure implementations?
New countermeasures that jointly protect against FA and SCA?

Thank you!
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KeyGen

H tr

ρ ExpandA A ×

H ρ′ ExpandS s1 t1

K s2 + t Power2Round t0

pk = (ρ, t1)
sk = (ρ, K, H(pk), s1, s2, t0)
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Sign(msg,sk= (ρ, K, tr, s1, s2, t0)):
K H ρ′′ ExpandMask

y × w ∥ · ∥∞ ∥ · ∥1

ExpandA A r0 h

ρ w1 Decompose w0 − + MakeHint

s2 ×

µ H c̃ SampleInBall c × ∥ · ∥∞

t0

tr H msg s1 × + z ∥ · ∥∞

y
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Verify

ρ ExpandA A h

z ∥ · ∥∞ × ∥ · ∥1

− UseHint

t1 ×213 × w′
1

SampleInBall c msg H

c̃ == c̃′
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ML-KEM algorithms (simplified)
KeyGen():
1. A ∈ Rk×K

q = ExpandA(ρ)
2. s, e ∈ B(η)k × B(η)k

3. t = As + e
4. return pk = (t, ρ), sk = (s)
Encrypt (m, pk = (t, ρ), r):
1. A ∈ Rk×k

q = ExpandA(ρ)
2. r ∈ B(η)k

3. e1 ∈ B(η)k

4. e2 ∈ B(η)
5. u = ATr + e1
6. v = tTr + e2 + m
7. return c = (Compressq(u, du),Compressq(v, dv))

Decrypt (sk = (s), c):
1. return m = v− sTu

KeyGen:()
1. z ∈ {0, 1}32

2. (pk′, sk′) = KeyGen()
3. return pk = (pk′), sk = (sk′, pk, H(pk), z)
Encapsulate (pk) :
1. m ∈ {0, 1}32

2. (K, r) = G(m ∥H(pk))
3. c = Encrypt (m, pk, r)
4. return (K, c)
Decapsulate (c, sk):
1. m′ = Decrypt (sk′, c)
2. (K′, r′) = G(m′ ∥H(pk))
3. c′ = Encrypt (m′, pk, r′)
4. if c ̸= c′:
5. return J(z ∥ c)
6. return K′
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