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COSIC

In short

• COmputer Security and Industrial 
Cryptography

• Established in 1978

• A research group within the 
Department Electrical 
Engineering (ESAT) at KU Leuven

• Broad expertise in digital security 
and innovative security solutions

• COSIC is headed by Professor 
Bart Preneel



COSIC

Largest applied cryptography research group 

worldwide

• 7+2 professors

• 7 research experts

• 25 postdocs

• 62 PhD students

• 8 support staff

• 10+ visitors/interns
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COSIC

COSIC international members



COSIC

More than 90 graduated PhD students
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COSIC

Total publications 2025 in COSIC Database
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COSIC

COSIC - Subgroups

COSIC

Public Key and 
Protocols

Symmetric Key

Embedded 
Systems and 

Hardware 
Security

Privacy and 
Identity 

Management

Mobile 
and 

wireless



COSIC

Transversal research

software

hardware

math and crypto



COSIC

COSIC Research

Efficient and secure implementations: FPGA and ASIC, Side-channel attacks: 
power, timing, EM analysis, fault attacks

Post-quantum cryptography

Computing on Encrypted data: MPC, FHE, ZK

Cryptographic protocols: entity authentication, anonymous credentials, oblivious 
transfer

Cryptographic algorithms: AES, RIPEMD-160, Whirlpool, Trivium,  FAEST

Number theoretic algorithms, Boolean functions, secret sharing, secure multi-party 
computation



COSIC

Perpceptual hashing: 

false positives
Detection of copyright violation and 

CSAM (Child Sexual Abuse Material)

# alerts x before reporting 1 2 3 5 8 10

# falsely reported citizens reported in year 1 406M 304M 185M 39M 1.2M 69K

[NCMEC, Thorn]  Current CSAM databases contain 17.5 to 19 million images
EU citizen has taken on average 597 selfies per year (2019)
Assume that a citizen is reported only after x alerts
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COSIC
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COSIC – Hardware Security



COSIC

• A Black-Box Security Evaluation of the SpaceX 

Starlink User Terminal

• Secure boot bypass through voltage glitching

• Custom quad core SoC made by STM

• With some FI countermeasures

• Custom open-source modchip

• Black Hat USA 2022: 

https://youtu.be/NXqLMmGwJm0

12

Glitched on Earth by Humans

github.com/KULeuven-COSIC/Starlink-FI



COSIC

13

Fault injection evaluation of TROPIC01

• Collaboration between Tropic Square and KU Leuven

• Evaluating resistance against VFI, EMFI, and LFI

• Security sensor characterization

• Detailed talk during OPTIMIST @ CHES 2026

github.com/tropicsquare/tropic01/blob/main/doc/security_reports/

ODR_TR01_PSR_006_FI_KUL_1v0.pdf



Failure is Not an Option: 
A Reliable Process to Exploit STM32F2/F4 Microcontrollers

Lennert Wouters

Joe Grand

COSIC



• MCUs have internal memories that may contain secrets (e.g. firmware / IP or key material) 

• Vendor-specific implementations try to prevent adversaries from reading those secrets

⚬ May require fuse/register setting, password, challenge/response

⚬ Reduce access (allow subset of functionality)

⚬ "Permanently" disable access

• Configured/checked during chip boot process

M I C R O C O N T R O L L E R  ( M C U )  S E C U R I T Y  1 0 1



S T M 3 2  S E C U R I T Y



S T M 3 2  B O O T  M O D E S

• RM0033 STM32F205xx Reference Manual

• The main flash memory boot mode is the only available option if the chip is in RDP2

https://www.st.com/resource/en/reference_manual/rm0033-stm32f205xx-stm32f207xx-stm32f215xx-and-stm32f217xx-advanced-armbased-32bit-mcus-stmicroelectronics.pdf
https://www.st.com/resource/en/reference_manual/rm0033-stm32f205xx-stm32f207xx-stm32f215xx-and-stm32f217xx-advanced-armbased-32bit-mcus-stmicroelectronics.pdf


E X I S T I N G  A T T A C K  T E C H N I Q U E S

• RDP Downgrade

⚬ wallet.fail / chip.fail (2018/2019)

• Bootloader Read Memory Glitch (STM32F1)

⚬ Shaping the Glitch, Bozzato, et al. (2019)

⚬ Prog.World (2020)

• Combined

⚬ Kraken Security Labs (2019)

⚬ Wrongbaud (Downgrade + Bootloader Go) (2022)

• Other

⚬ ROM bootloader USB DFU bug, Goodspeed (2012)

⚬ Ledger unknown attack technique (2020)

⚬ FPB (Flash Patch and Breakpoint), Obermaier, et al. (2020)

⚬ Flash erase suppression, Schink, et al. (2024)

https://media.ccc.de/v/35c3-9563-wallet_fail
https://media.ccc.de/v/35c3-9563-wallet_fail
https://www.youtube.com/watch?v=CX71p_qcCxY
https://tches.iacr.org/index.php/TCHES/article/view/7390
https://tches.iacr.org/index.php/TCHES/article/view/7390
https://web.archive.org/web/20201021153452/https:/prog.world/read-secure-firmware-from-stm32f1xx-flash-using-chipwhisperer/
https://web.archive.org/web/20201021153452/https:/prog.world/read-secure-firmware-from-stm32f1xx-flash-using-chipwhisperer/
https://blog.kraken.com/product/security/flaw-found-in-keepkey-crypto-hardware-wallet
https://blog.kraken.com/product/security/flaw-found-in-keepkey-crypto-hardware-wallet
https://github.com/wrongbaud/replicant
https://github.com/wrongbaud/replicant
https://nostarch.com/microcontroller-exploits
https://nostarch.com/microcontroller-exploits
https://x.com/DonjonLedger/status/1223269716283871240
https://x.com/DonjonLedger/status/1223269716283871240
https://www.usenix.org/conference/woot20/presentation/obermaier
https://www.usenix.org/conference/woot20/presentation/obermaier
https://tches.iacr.org/index.php/TCHES/article/view/11422
https://tches.iacr.org/index.php/TCHES/article/view/11422


P R O B L E M S  W /  E X I S T I N G  T E C H N I Q U E S

• Can lead to device corruption or permanent loss of data

• We weren’t successful in reproducing some attacks

• Some attacks did not have any public details

• Previous research does not cover a large enough sample size to account for device 

variability when performing fault injection on multiple chips



W I S H  L I S T

• Complete Flash extraction from an RDP2-secured MCU

• Near-zero risk of unintentional corruption or data loss

• Reliable and repeatable

• Limit the number and type of faults

• Use accessible/available hardware

• No semi-invasive or invasive attacks



E M F I

CNC 3018 Pro Max

Doesbot GRBL 

Controller

SEGGER J-Link

ChipSHOUTER

ChipWhisperer Husky

CW308 UFO Board

SLP-10.7+ Low Pass Filter



A U T O M A T E D  S C A N

• Identify vulnerable areas of the chip



D E V I C E  C H A R A C T E R I Z A T I O N

• Goal is to determine parameters across target device

⚬ Probe type, probe position, glitch settings (voltage, offset, trigger)

• Different parameters can cause different results

⚬ No change, reset, option byte corruption, permanent downgrade, Flash wipe/erase

• Use test code first to ensure device is vulnerable, then increase to specific attacks

• Can be manual or automated positioning

• Visualize results w/ plots/graphs



F 2  C H A R A C T E R I Z A T I O N :  T E S T  C O D E



F 2  R D P  D O W N G R A D E :  P O W E R  A N A L Y S I S

N R S T  T R I G G E R



F 2  R D P  D O W N G R A D E :  P O W E R  A N A L Y S I S

W I T H O U T  S A D  T R I G G E R I N G

W I T H  S A D  T R I G G E R I N G



F 2  R D P  D O W N G R A D E :  P O S I T I O N  ( C W )



F 2  R D P  D O W N G R A D E :  O F F S E T  I N D E P E N D E N T



E M F I  A L I G N M E N T  H A T S

Worked for ~5 samples...

...then things got weird!



F 2  R D P  D O W N G R A D E :  P R O B E  P O S I T I O N I N G

• Different devices resulted in different probe location for RDP downgrade

⚬ Based on fab location, packaging location, other manufacturing parameters?



C H I P  P A C K A G I N G

• EMFI can be more localized than VFI, but often couples to bond wires

• For many package types, the actual chip/die is much smaller than the package



PHL (Phillipines) CHN (China)

X - R A Y  +  E M F I  L O C A T I O N



W I R E B O N D  A N A L Y S I S  ( C T )

PHL (Phillipines) CHN (China)



W I R E B O N D  A N A L Y S I S  ( C T )

PHL (Phillipines) CHN (China)



S T M 3 2  B O O T L O A D E R

• After downgrading to RDP1 we can access the bootloader serial interface

• Provides a low-level, command-based interface to perform programming-related operations on 

the STM32

• Supports multiple peripherals depending on version

⚬ UART, CAN, USB, I2C, SPI

• Stored in the internal (unchangeable) Boot ROM

• AN3155: USART protocol used in the STM32                                                                           

bootloader



S T M 3 2  B O O T L O A D E R :  R E A D  M E M O R Y



S T M 3 2  B O O T L O A D E R :  T R I G G E R I N G

• Jitter due to UART, clocks not synchronized

• Risk of option byte corruption and/or wipe!



R E A D  M E M O R Y  G L I T C H :  P O S I T I O N  ( C C W )

S A M P L E  

A

S A M P L E  

B



S T M 3 2 F 2  T A K E A W A Y S

• Downgrading the F2 with EMFI

⚬ Probe location and voltage are important, offset from trigger is not

⚬ Downgrade offset range is very early, likely before the ROM bootloader even starts

⚬ We never observed any corruption or wipe while using this technique

• Glitching the read memory command can cause data loss

⚬ ADC level or SAD triggering is a requirement for consistent timing

⚬ Careful characterization over multiple target samples

⚬ For a hardware wallet, we only have to glitch the read memory function a few times to extract 

the needed data



S T M 3 2 F 2 0 5  →  F 4 2 7

• Difficulties with downgrading the STM32F427

⚬ Early downgrade didn’t work

⚬ Permanent Option Byte corruption

⚬ Wipes during Read Memory

⚬ Additional security features: Proprietary Code Read Out Protection (PCROP)

• Developing a reliable downgrade strategy and the move back to VFI

• Creating our previously unpublished attack that allows to extract the full Flash memory using only 

two faults



S I D E  Q U E S T :  A N  S T M 3 2  “ D E C R Y P T O R ”

• We purchased a commercial STM32 "decryptor" from China (Xianyu / Goofish) advertised to 

extract flash from RDP1-protected devices

⚬ We learned about these devices through a talk from Chen Guannan (OSR Security)

⚬ Reverse engineering this tool gave us an idea for a new approach! 



S I D E  Q U E S T :  A N  S T M 3 2  “ D E C R Y P T O R ”



S I D E  Q U E S T :  A N  S T M 3 2  “ D E C R Y P T O R ”



• Flash Patch and Breakpoint

• ARM Cortex-M3 Technical Reference Manual

• Implements hardware breakpoints, patches 

instruction or data from code space to SRAM

• Allows for in-the-field, live code patches

F P B



N E W  R D P 2  A T T A C K  M E T H O D O L O G Y

1. Downgrade RDP2-secured MCU into RDP1

2. Load payload into the now-accessible SRAM

3. Power cycle the chip with BOOT0 = 1 and BOOT1 = 1 to execute code from SRAM

⚬ Downgrade RDP2-secured MCU into RDP1 (again)

⚬ SRAM will need to persist!

⚬ Note: If MCU uses internal oscillator, user code may execute after an unsuccessful downgrade 

attempt, which could affect the payload in RAM

4. First stage of payload that was previously loaded into SRAM will execute

⚬ Payload will setup the FPB peripheral to redirect the reset vector to the second stage of the 

payload in SRAM



N E W  R D P 2  A T T A C K  M E T H O D O L O G Y

5. Perform a soft reset with BOOT0 = 0 and BOOT1 = X to execute code from Flash

6. MCU fetches the reset vector and is redirected to the second stage of the payload in SRAM

⚬ MCU still thinks it’s executing from Flash!

⚬ It’s now in an RDP1 state with Flash memory accessible and the payload executing from SRAM

7. The second payload stage can read all Flash memory



F 4  R D P  D O W N G R A D E :  P O W E R  A N A L Y S I S



F 4  R D P  D O W N G R A D E :  P O W E R  A N A L Y S I S

• After NRST trigger, need to sequence with SAD for most reliable triggering

• Finding the best offset requires characterization, staring at side-channel traces and likely a few 

corrupted STM32F4s



V F I  ( F 4 )

SEGGER J-Link

ChipWhisperer Husky

CW308 UFO Board

Custom MAX4619 PCB

Custom F4 LQFP100 Adapter





S T M 3 2 F 4  T A K E A W A Y S

• Downgrading the F4 (and F2) with VFI and FPB

⚬ Requires stable triggering and a precise offset

⚬ Requires identifying “safer” glitching settings

￭ We used our custom MAX4619 board

⚬ Offset is very consistent between different F4 devices

￭ We visually determine the offset for each F4 based on 

side-channel measurements



W I S H  L I S T  C O M P L E T E !

• Complete Flash extraction from an RDP2-secured MCU

• Near-zero risk of unintentional corruption or data loss

• Reliable and repeatable

• Limit the number and type of faults

• Use accessible/available hardware

• No semi-invasive or invasive attacks

E V E R Y T H I N G  W A S  D I S C L O S E D  M A R C H  2 0 2 6

• S T  M I C R O E L E C T R O N I C S  ( N O  R E S P O N S E )

• T R E Z O R / S A T O S H I L A B S  ( R E S P O N S E )



H A R D W A R E  D E S I G N S  

• MAX4619 Analog Switch/Mux

• Crowbar Glitcher

• ChipWhisperer Breakout

• Trezor One In-Situ

• Trezor Model T In-Situ

• STM32F4 LQFP100 UFO Socket

• STM32F4 LQFP100 UFO Non-Socket

https://github.com/joegrand/stm32-fault-injection

REcon 2026: https://youtu.be/4LahQG09NzI

https://github.com/joegrand/stm32-fault-injection
https://github.com/joegrand/stm32-fault-injection
https://github.com/joegrand/stm32-fault-injection
https://github.com/joegrand/stm32-fault-injection
https://github.com/joegrand/stm32-fault-injection
https://youtu.be/4LahQG09NzI


Follow us

❖Website: https://www.esat.kuleuven.be/cosic/

❖X @CosicBe

❖Bluesky @cosic.bsky.social

❖Mastodon @CosicBe

❖LinkedIn: https://www.linkedin.com/school/cosic-

ku-leuven-/

https://www.esat.kuleuven.be/cosic/
https://www.esat.kuleuven.be/cosic/
https://www.linkedin.com/school/cosic-ku-leuven-/
https://www.linkedin.com/school/cosic-ku-leuven-/
https://www.linkedin.com/school/cosic-ku-leuven-/
https://www.linkedin.com/school/cosic-ku-leuven-/
https://www.linkedin.com/school/cosic-ku-leuven-/
https://www.linkedin.com/school/cosic-ku-leuven-/
https://www.linkedin.com/school/cosic-ku-leuven-/
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